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Abstract

The integration of agricultural Internet of Things (IoT) and blockchain has become the key technology of 
precision agriculture. How to protect data privacy and security from data source is one of the difficult issues in 
agricultural IoT research. This work integrates cryptography, blockchain and Interplanetary File System(IPFS) 
technologies, and proposes a general IoT blockchain terminal system architecture, which strongly supports 
the integration of the IoT and blockchain technology. This research innovatively designed a fine-grained and 
flexible terminal data access control scheme based on the ciphertext-policy attribute-based encryption(CP-ABE) 
algorithm. Based on CP-ABE and DES algorithms, a hybrid data encryption scheme is designed to realize 1-to-N 
encrypted data sharing. A "horizontal + vertical" IoT data segmentation scheme under blockchain technology 
is proposed to realize the classified release of different types of data on the blockchain. The experimental 
results show that the design scheme can ensure data access control security, privacy data confidentiality, and 
data high-availability security. This solution significantly reduces the complexity of key management, can 
realize efficient sharing of encrypted data, flexibly set access control strategies, and has the ability to store 
large data files in the agricultural IoT.
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I. Introduction

As the key technology of agricultural informatization, agricultural 
IoT has made enough and outstanding achievements all over 

the world. Nevertheless, the traditional agricultural IoT that uses 
a centralized storage architecture is facing problems such as data 
privacy leakage, data tampering, data untrusted and so on. The 
decentralization, non-tampering and traceability of blockchain provide 
new technologies and new ideas for the development of agricultural 
informatization and IoT, making it rapidly become an important 
technology in many applications of precision agriculture [1].

On the whole, the integrated application of blockchain and IoT 
technology has become a new research hotspot in the field of agricultural 
information. As a distributed ledger, each node of blockchain stores 
complete ledger data. How to ensure the security and privacy of the 
data stored in the ledger is a topic that cannot be bypassed by the 

research and application of blockchain technology. Unauthorized 
access to IoT devices can cause serious privacy and security issues, 
and has become a major challenge hindering the widespread adoption 
of IoT technology [2]. Agricultural IoT terminal is an important source 
of agricultural data, and its privacy protection and access control are 
very important for the data security management of the whole life 
cycle of Agricultural IoT. How to protect the privacy and security of 
agricultural data from the data source is the starting point and goal of 
this research.

This work is dedicated to the technical integration of blockchain and 
IoT. Through the introduction of cryptography technology, we design 
a data encryption and access control scheme suitable for IoT terminals, 
and finally design a secure and trusted agricultural IoT blockchain 
terminal. The main contributions of this paper are as follows:

1. A system architecture of a universal IoT blockchain terminal based 
on cryptography, blockchain and IPFS technology is proposed. 
It inherits the advantages of the traditional Internet of Things 
terminal, and at the same time has the technical characteristics 
of directly acting as a blockchain and IPFS node. Make it an 
effective carrier for the integrated application of blockchain and 
the Internet of Things.
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2. Based on the ciphertext-policy attribute-based encryption(CP-
ABE) algorithm, a fine-grained and flexible terminal data access 
control scheme is designed. The innovative use of the IoT terminal 
as an effective means of data access control realizes the binding 
of data access control and data collection equipment. At the same 
time, the experimental results show that the scheme will not affect 
the storage efficiency of blockchain data.

3. A hybrid data encryption scheme is designed. With the help of 
the fine-grained access control scheme designed in this paper, 
it can not only realize 1-to-N encrypted data sharing, but also 
significantly reduce the complexity of key management.

4. A "horizontal + vertical" segmentation plan for IoT data is 
proposed.Combining the hybrid data encryption scheme and IPFS 
storage proposed in this paper, it realizes the efficient storage, 
security and trusted fine-grained authorized access of IoT data.

The following organizational structure of this paper is: Section II 
summarizes the related works of this work; section III briefly introduces 
the two key technologies used in this paper; section IV designs and 
proposes the architecture, data access control, data segmentation and 
privacy protection schemes of the secure and trusted agricultural 
Internet of Things data terminal, and further introduces the algorithm 
designed in this paper; section V describes the experiment. According 
to the experimental results, the advantages of this design scheme are 
systematically analyzed from two aspects of security and performance; 
section VI gives the conclusion of this paper.

II. Related Works

A. Blockchain and Agricultural IoT
Recent studies have conducted a comprehensive investigation on 

the blockchain and the IoT in precision agriculture, and proposed a 
new blockchain model [1]. The security of equipment in precision 
agriculture is a key issue of the IoT, and the integration of blockchain 
and IoT technology can provide a new solution to this problem [2]. 
The agricultural IoT is more vulnerable to attacks than other industrial 
scenarios. Based on the blockchain and IoT technology, a new identity 
verification and key management scheme is designed, called AKMS-
AgriIoT [3], in which encryption and verification are made by the 
General Satellite Service (GSS) is completed and submitted to the 
blockchain system. The use of limited-function sensing devices in the 
IoT as a reliable data source for the blockchain has been studied, and it is 
believed that the integration of blockchain and IoT can be applied to the 
agricultural production process [4]. In the process of pre production and 
post production of agriculture, through the integration of blockchain, 
smart contracts and IoT devices, trust has been established between 
all parties and a fully automated process has been completed [5]. The 
traditional fish farm system and the Hyperledger Fabric blockchain 
can perform Integration [6], the device client uses embedded hardware 
such as Raspberry Pi and Arduino to communicate with the traditional 
fish farm system and the blockchain. As a super node [7], Raspberry 
Pi 3B can safely process and aggregate field data and push it to the 
blockchain ledger. In precision agriculture applications, it is believed 
that every IoT node can interact with the ledger and directly record 
data on the ledger [7]. In the agricultural supply chain system, the 
Fabric with IPFS is used. It can effectively promote the construction 
of quality traceability system of agricultural products supply chain 
[8]. The design of agricultural product supply chain scheme based 
on blockchain should ensure that data encryption storage is safe and 
reliable, the transaction records can be traced, queried and appealed, 
and private data is owned by each participant [9].

It can be seen that blockchain and agricultural IoT have been widely 
studied from theory to technology. However, the above research in 

agricultural IoT focuses on the integration of the two, and there is no 
clear scheme for data sharing, access control and privacy protection in 
blockchain. In particular, how to realize data privacy protection and 
access control on the device side of the IoT is the starting point and 
goal of this paper. 

B. Blockchain Data Sharing and Access Control
Hyperledger blockchain is dedicated to providing brand new 

solutions for data security and privacy protection [10],[11]. A Secure 
and Reliable Traceability System for Agricultural Products Powered 
by Permissioned BlockChain Technology is proposed, and the fine-
grained authorized access and agricultural product quality and safety 
traceability mechanism under the CP-ABE algorithm is discussed [12]. 
HyperLedger fabric has been used in the pharmaceutical traceability 
system [13]. Jemel et al. [14] and Huang Sui et al. [15] discussed data 
sharing methods based on blockchain and CP-ABE technology. Wang 
Xiuli et al. [16] proposed data access control and sharing model using 
ABE for fine-grained access control and secure sharing. Based on 
ABAC and blockchain, Zhang et al. [17] use access trees to configure 
access policies to enable fine-grained authorized access to IoT devices. 
However, the IoT devices need to use the blockchain proxy node to 
interact with the blockchain ledger, and there is a risk of data being 
tampered with at the collection end.

C. Block Data Encryption and Privacy Protection
Data confidentiality is a prerequisite for ensuring data security. 

The security of block (ledger) data is mainly guaranteed by encrypting 
transaction data with encryption algorithm, and its access rights 
should also be considered. CP-ABE algorithm has been used in 
blockchain system to realize flexible data authorization access [18]. 
To support more flexible public key generation, Sahai and Waters [19] 
first proposed an Attribute-based Encryption (ABE) scheme, which 
uses a set of attributes rather than a unique identifier to identify the 
identity. ABE is a kind of fine-grained 1-to-N encryption scheme.

Further research has proposed the key-policy Attribute-based 
Encryption (KP-ABE) [20] and the ciphertext-policy Attribute-
based Encryption (CP-ABE) [21]. KP-ABE embeds the policy into 
the encryption key and the attributes into the ciphertext. CP-ABE 
embeds the policy into the ciphertext and the attributes into the 
user key. The common feature of both is that the encryption and 
decryption of data are bound to the access policy, and only when 
the attributes in the attribute set can satisfy the access structure can 
the data be decrypted . Fine-grained access control can be achieved 
while retaining cryptographic control. However, the application 
scenarios of the two are different. The KP-ABE scheme stores the 
encrypted ciphertext on the server.It assigns a specific access policy 
to the user when access is granted, commonly used for paid video 
sites, log encryption management,etc. In the CP-ABE scheme, as long 
as it has corresponding attributes and satisfies its logical relationship, 
ciphertext data can be automatically decrypted, which is more suitable 
for one-time encryption and multiple authorized private data sharing, 
such as encrypted data sharing in cloud storage.

Symmetric encryption system has the characteristics of fast speed 
and shared keys between encryption and decryption parties. Although 
it can also be used for blockchain data encryption, with the increasing 
complexity of business transactions between organizations and the 
dynamic change of the number of organizations, key distribution and 
management will become more and more complex. Moreover, there 
will be problems such as key leakage and multiple encryption.

In view of the above analysis, this article uses the CP-ABE algorithm 
and the symmetric encryption DES algorithm to design a hybrid 
encryption scheme suitable for IoT terminals. It can encrypt sensitive 
data collected by IoT terminals and perform flexible access control on 
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data on the chain. While ensuring data security, the complexity of key 
management is further reduced.

III. Preliminaries

A. CP-ABE
The data in the blockchain ledger is shared to the all nodes of 

blockchain, and is easily accessed illegally. The CP-ABE scheme sets 
access control policies based on data attributes and is used for data 
encryption. Anyone who has the attributes in the access control policy 
and satisfies the logical relationship can decrypt the data. Because it 
doesn’t care about specific users at all, it has more flexibility in access 
control. Therefore, this paper introduces the CP-ABE algorithm to 
guarantee data confidentiality and authorized access control of the 
data sharer. It realizes the unification of ownership and control of data 
in blockchain.

The CP-ABE encryption algorithm [21] composed of five basic 
algorithms, including Setup, Encrypt, KeyGen, Decrypt and Delegate. 
Among them, CT = Encrypt (PK, M, T) is the encryption algorithm, 
which can encrypt the plaintext message M under the public key PK 
and the access control tree T into ciphertext CT, the specific as in (1).

 (1)

 (2)

 (3)

 (4)

 (5)

Here, the parameters α, s are random, and g is the generator of the 
bilinear group of prime order. Let G1 and G2 be two multiplicative 
cyclic groups of prime order p,g be a generator of G1 and e be a 
bilinear map e : G1 × G1 → G2.

The parameters y is the leaf node of access structure T,qy is a 
polynomial for each node y in the tree T . The ciphertext CT is 
constructed by T, which is the tree access structure. The function 
att(x) is defined only when x is a leaf node and represents the attribute 
associated with the leaf node x in T.

The decryption function is DecryptNode (CT, SK, x), defined as in (6).

 (6)

 (7)

Here, SK is a private, which is associated with a set of S attributes, 
and a node x from T.

For the explanation of other parameters, refer to the literature 
[21]. However, the above two formulas and the parameters T and 
attr(x) show that attributes are the essential for data encryption and 
decryption and access control in the CP-ABE algorithm. It determines 
the flexibility of the access control policy and who can decrypt the 
ciphertext data.

B. IPFS
InterPlanetary File System (IPFS) is a point-to-point distributed 

file system, a network transmission protocol designed by Juan Benet 
and open source management by Protocol Labs, which can provide 
permanent and distributed storage of files. Integrating the technical 
advantages of P2P, Git, BitTorrent, Kademlia, Self-certifying File 
System (SFS) and Web, it can provide a simple interface similar 
to HTTP Web. Its distributed storage technology can be perfectly 

matched with blockchain technology to boost the ability of the 
blockchain system to store large files. For example, IPFS integrated 
with blockchain technology for agricultural products supply chain 
traceability system [22].

IV. The Proposed Schemes and Algorithms

A. System Architecture of a IoT Blockchain Terminal
This paper is focused on the protection of agricultural IoT data 

security and access control. With the empowerment of blockchain and 
cryptography technology, a universal secure and trusted agricultural 
IoT blockchain terminal is designed. Its architecture is shown in Fig. 1.
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Fig. 1. General secure and trusted agricultural IoT blockchain terminal 
architecture.

This architecture is still based on traditional embedded technology 
and has a wealth of functional expansion interfaces to facilitate 
the access of sensors and expansion modules. From a functional 
and technical point of view, this system uses blockchain and IPFS 
technology to realize distributed storage of collected data. With 
the help of symmetric encryption and asymmetric encryption 
mechanisms, it can protect data privacy, set flexible access control, 
and finally provide secure and trusted IoT data collection service. 
Its typical feature is that the terminal integrates blockchain, IPFS, 
cryptography and embedded systems, and can be used as a gateway 
to the agricultural IoT, providing raw data directly on the chain at the 
collection end, protecting data security from the source.

Deploying the blockchain and IPFS system directly in the terminal 
system puts forward certain requirements for embedded hardware and 
software. The data segmentation and encryption algorithm designed 
in this paper belongs to a part of the terminal embedded software. 
It interacts with blockchain and IPFS to realize the uplink release of 
encrypted data. As an ARM-based microcomputer motherboard, the 
Raspberry Pi has almost all the basic functions of a PC, making it one 
of the best choices for the integration of IoT terminals and blockchain. 
This paper will also be based on the Raspberry Pi 4B development board 
for experimental verification. In view of the limited storage capacity of 
the embedded system, the terminal device may not store the complete 
blockchain ledger data, but is only used to publish the data.

B. Terminal Data Access Control Scheme

1. Terminal Registration
This paper regards the IoT terminal as an access control object. First, 

the terminal must be registered and connected to the network. The 
administrator sets the private data encryption key, terminal number, 
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attributes and related parameters for the terminal. These parameters 
constitute a unique file for the device to collect. Data access control is 
called an access control file.

2. Fine-Grained Access Control Algorithm
The core function of Agricultural IoT system is to automatically 

perceive and obtain the process data of the three stages before, during 
and after agricultural production. This work is mainly completed 
automatically by the IoT terminal, and the continuous data presents 
typical dynamic and serialization characteristics. All the collected 
data include the serial number, name and other key information of 
the IoT terminal. Obviously, the access control of IoT data can also be 
transformed into the access control of IoT terminals. In this paper, the 
serial number and other key information of the IoT terminal and the 
key of data encryption are written into a unique file to set a flexible 
and fine-grained access control policy for the terminal. Therefore, this 
file is named device access control file. The access control policy of 
the file can be expressed in the form of access tree, as shown in Fig. 2.

1/2

1/2sales_sta�

1231 o�ice

O�ice = 1431sysadmin

executive level ≥ 8

2/2 2/2

Fig. 2. Access tree model.

Fig. 2 shows an access control tree model. This is an example of 
setting access control policies on the basis of employee attributes. The 
logical meaning of the access control tree is as follows.

1. Employees with sysadmin attribute in 1431 office.

2. Sales staff with execution level greater than or equal to 8, in 1231 
office.

This paper realizes one-time encryption and n-time sharing of data. 
When the access user has the attributes in the access tree and can meet 
its logical relationship, the secret data can be decrypted correctly.

3. Access Control Smart Contract
We create an access control file for each terminal, which contains 

the key and access control policy used by the terminal for data 
encryption. To protect the data privacy of the file and to perform 
flexible access control, encryption is performed using the CP-ABE 
algorithm. However, please note that the CP-ABE ciphertext of this 
file will take up more storage space than the plaintext. The specific 
amount occupied is related to the number of data attributes used for 
encryption. Obviously, this is not conducive to the on-chain storage 
of the file. Therefore, this paper uses IPFS for file storage, meanwhile, 
publishes the hash value in IPFS through the authorized access control 
smart contract. The name of the designed access control smart contract 
is auth, which includes the design of the access control structure and 
the related operation functions of access control.

// AuthSet describes authset details of what makes up a simple  
        authset

  type AuthSet struct {
     ID  string    'json:"ID"'
     Terminal string    'json:"terminal"' 
     Authinfo string    'json:"authinfo"'
}

According to the above analysis, the access control file of each 
device corresponds to the access control data, including the Terminal 
number and the access control authentication information Authinfo. 
In the follow-up experiments of this paper, in order to facilitate the 
experiment, Authinfo is mainly used to store the key information 
encrypted by the device, which will be introduced in section V.B.

C. Privacy Data Segmentation and Encryption Scheme

1. Data Segmentation
The secure and trusted agricultural IoT blockchain terminal can collect 

different data in agricultural production scenarios, such as data such as 
temperature, humidity, and light in agricultural greenhouses, fields, and 
other production environments, as well as video, voice, and image data. 
To ensure the performance of the blockchain system, data segmentation 
technology is adopted to segment the above data, and a " horizontal + 
vertical " IoT data segmentation scheme is designed. Specifically:

First, the horizontal data segmentation. The IoT data is divided into 
structured data and unstructured data. Generally speaking, structured 
data is relatively standardized, occupies less storage space, and can be 
stored on the blockchain normally. Unstructured data occupies more 
storage space. Therefore, it needs to be stored with the help of IPFS file 
system, which can not be affected by file size.

Secondly, vertical data segmentation. Separate private data and 
public data in structured data. Separate the sensitive and private data 
on the blockchain and perform encryption processing to better ensure 
data privacy.

Through the data segmentation technology, the classified storage 
of structured data and unstructured data, and the classified processing 
of sensitive data and public data are realized, making the data collected 
by safe and trusted terminals more standardized and clear.

2. Privacy Data Encryption
The symmetric encryption system has the advantage of fast speed. 

Under the premise of ensuring the security of the key, it can fully meet 
the confidentiality requirements of the data on the blockchain. This paper 
uses the DES symmetric encryption algorithm to encrypt the private data 
on the blockchain and the unstructured private data stored in IPFS. As 
the key for the symmetric encryption algorithm, the key is stored in the 
access control policy file. Only users with access rights to the device can 
decrypt the key, thereby ensuring the security of private data.

Therefore, a hybrid encryption scheme is constructed by CP-ABE 
and DES algorithms, combined with data segmentation technology, 
which can protect data confidentiality and achieve fine-grained 
authorized access to data. Among them, the data segmentation and 
privacy data encryption scheme process is shown in Fig. 3.

3. Data Publish Smart Contract
The data collected by a secure and trusted IoT blockchain terminal 

needs to be published on the blockchain with the help of a blockchain 
smart contract. The data publish smart contract defines the structure 
of the data set. At the same time, it defines operation functions such as 
the initialization of the ledger, the creation of data sets, and the query.

type DataSet struct {
     ID  string    'json:"ID"'
     Terminal string    'json:"terminal"' 
     User string    'json:"user"'
     Airtemp float32    'json:"airtemp"'
     Airhumi int    'json:"airhumi"' 
     Illu  int    'json:"illu"'
     Gps  string    'json:"gps"'
}
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This paper takes the greenhouse environment data of the agricultural 
IoT system as an example, and designs a data set DataSet, where ID is 
used to represent the data number, Terminal represents the number of 
the terminal, User represents the user number, Airtemp represents the 
air temperature, and Airhumi represents the air humidity, Illu means 
light intensity, Gps means the current coordinates of the device. In 
section V, this smart contract will be experimentally verified.

4. Proposed Algorithm
According to the above design scheme, this work designs the 

terminal security registration algorithm, block data access control 
algorithm and secure trusted data encryption uplink algorithm. 
Algorithm 1 and algorithm 2 show the pseudo codes of the latter two 
algorithms respectively.

The terminal security registration algorithm is to construct an 
access control policy, which determines the flexibility and accuracy of 
data sharing. The symbolic variables are shown in Table I.

Algorithm 1: Block data access control algorithm

Input: Block data retrieval conditions, user private key

Output: Query result data of the ledger 

begin:

BlockData = ChaincodeQuery (sect, retrieval conditions); 

if (Does it contain ciphertext data?)

AuData= ChaincodeQuery(auth,Terminal number); 

ct_acfile =IPFS_Get(AuData.authinfo); 

acfile=Cpabe-dec(ct_acfile,user private key);

if (Has the decryption succeeded?)

DES_Decrypt (BlockData.ciphertext, acfile.TelKey); 

return the complete data after decryption;

else

return BlockData containing ciphertext;

else

return BlockData;

end

Algorithm 2: Secure trusted data encryption uplink algorithm

Input: Data collected by Agriculture IoT terminals, Encryption key

Output: Secure and trusted blockdata under privacy protection

begin:

StData, UstData=HorizontalDatasplit(Data);

SensitiveCheck(StData,UstData);

if (Is unstructured data?)

if (Is sensitive data?)

Ciphertext = DES_Encryption(UstData.StData);

UstFile = CreateCiphertext_file(Ciphertext);

else

UstFile = CreateCiphertext_file(UstData);

H(UstFile) = IPFS_add(UstFile);

upData = DataMerge(Terminal number,H(UstFile));

ChainCodeInvoke = (sect,upData);

else

PData, SData = VerticalDataSplit(StData); 

While (Is sensitive data encrypted?) do

Ciphertext[] = DES_Encryption(SData);

upData = DataMerge(PData, Ciphertext[]);

ChainCodeInvoke = (sect,upData);

end

TABLE I. Symbolic Variables

Variable name Meaning
Tid Terminal identifier or number

A Attributes set

TK Terminal data encryption key

Acf Access control file

Acf' Ciphertext of access control file

H
The identification of the ciphertext of the access 

control file in IPFS

D Terminal attributes and data

UD Data that needs to be stored on the chain

S Terminal security registration smart contract

Sensitive privacy data

Plaintext data

Encryption operation

Horizontal split

IPFS storage

Data Integration

Vertical split

Unstructured
data

X

Y
Z

...... ......
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Fig. 3. The data segmentation and privacy data encryption scheme process.
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 (8)

The CreateAC_File function generates an access control policy 
based on attributes, and generates an access control file based on 
terminal parameters.

 (9)

The Cpabe_enc function performs CP-ABE encryption on the 
access control file.

 (10)

The IPFS_add function uploads the ciphertext access control file to 
the IPFS system and receives the hash value of the file H, that is, the 
unique identification of the file.

 (11)

The DataMerge integrates the terminal number and the file’s hash 
into the chaindata.

 (12)

Finally, auth chaincode is called to publish the chaindata on the 
blockchain.

In Algorithm 1, when there is a ciphertext in the blockdata that 
the user queries, and it is determined that the ciphertext needs to be 
decrypted, it will go to the IPFS to retrieve the access control file of the 
terminal. The IPFS file downloaded by the IPFS_Get function needs to be 
decrypted by Cpabe_dec. Only when the current user attribute (private 
key) meets the access control strategies can the decryption succeed. After 
the decryption is successful, the DES algorithm key for encrypting the 
terminal data is obtained.The key cannot be decrypted without access 
control privileges, thereby protecting the user’s data privacy.

The core of Algorithm 2 is data segmentation. HorizontalDatasplit 
divides data into structured and unstructured data, and 
VerticalDataSplit divides structured data into public data and sensitive 
data. Then perform data encryption and data integration depended on 
the split results and the sensitivity of the data, and finally publish it on 
the blockchain. The classification and hierarchical processing of data 
are realized to ensure the privacy and security of data.

V. Experiments

In this section, we simulate the experimental results and analyze of 
the proposed scheme.

A. Materials and Environment
The hardware experiment environment in this paper includes 

secure and trusted terminal nodes and PC nodes. The safe and trusted 
terminal node uses the Raspberry Pi Pi 4B development board, 8GB of 
memory, 64GB of storage, integrated temperature and humidity sensor 
DHT11, GPS module, and light sensor BH1750FVI, as shown in Fig. 4.

Fig. 4. Secure and trusted agricultural IoT blockchain terminal.

The software system of the terminal is: x64 Ubuntu Server 20.04 
LTS operating system, HyperLedger Fabric 2.1.0 blockchain platform, 
and the node data collection and encryption and decryption programs 
are developed in C language. The open source CP-ABE algorithm is 
used in the experiment [23]. In order to test the access control and data 
encryption designed in this paper, a blockchain network including 1 
Orderer node and 2 Peer nodes was built in the Raspberry Pi system, 
as shown in Fig. 5. Among them, Peer nodes belong to organization 1 
and organization 2, and the development of smart contracts adopts the 
Golang language.

Fig. 5. Blockchain network process.

B. Data Access Control Policy Experiment

1. Data Access Control Policy Encryption
In this experiment, there are three employees in the IoT data 

center, administrators Sara and LeBron, sales staff Kevin, and the 
system assigns private keys to them based on key attributes such as 
their identities and positions. Specifically, Sara and LeBron both have 
sysadmin attributes, but Sara is in the office of 1431 and LeBron is in 
the 1531 office. Kevin has the sales_staff attribute, has an employee 
level of 7, and is in the 1231 office.

The number of the secure and trusted blockchain terminal in 
the experiment is T0000001, and its key of private data encryption 
is 123456, the name of the designed data access control policy file 
is T0000001.txt, and the content is “Congratulations. The key of 
T00000001 is 123456”. According to Fig. 2 in Section IV.B, set a 
data access control policy for it, and perform CP-ABE encryption. 
Therefore, the encryption command is:

cpabe_enc pub_key T0000001.txt (sysadmin and office=1431) or 
(sales_staff and (executive_level ≥ 8or office = 1231))

After encryption, the T0000001.txt.cpabe file will be created. The 
content is the ciphertext of T0000001.txt, as well as the attributes 
and access control policies that can correctly decrypt the file, so as to 
ensure the confidentiality of the data and flexible access control.

2. Access Control File Operation
The IPFS file system generates a unique hash value while storing 

the data access control file T0000001.txt.cpabe, as shown in Fig. 6. 
This hash value is called and the access control smart contract auth is 
published on the blockchain, thereby realizing the access control file 
on the blockchain. The data visitor can retrieve the hash value of the 
access control file with terminal number T0000001 in IPFS by calling 
the smart contract, as shown in Fig. 7, obtain the file locally through 
the IPFS interface or command, and then rename it to the terminal 
number, as shown in Fig. 8.

Fig. 9 shows the process of access control policy verification. For 
LeBron, even though he has sysadmin attributes, he is not in the 1431 
office, so he cannot decrypt the access control file to get the key, and 
he cannot obtain the private data collected by the terminal, but can 
only see the non-sensitive data. On the contrary, although Kevin’s 
level is not enough, he is in the 1231 office and has the sales_staff 
attribute, so he can correctly decrypt the access control file and obtain 
the encryption key of the terminal T0000001 from the file content as 
123456. There is no doubt that Sara can also decrypt the key.
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Fig. 6. Access control file upload to IPFS system.

Fig. 7. Publish access control files on the blockchain.

Fig. 8. Download the access control file from the IPFS system.

Fig. 9. Access control policy verification.

The experimental results have shown that the scheme designed 
can realize the fine-grained authorized access of data encryption 
keys, thereby realizing one-time encryption and multiple sharing, and 
reducing the complexity of key management.

C. Private Data Encryption Experiment
In this experiment, the trusted terminal can collect the five 

parameters of air temperature, air humidity, light intensity, and GPS, 
and publish it on the blockchain together with the terminal number 
T000001 and user information Test0001. In order to protect the privacy 
of the data owner, the data on the chain can be sliced into sensitive 
data and public data. Among them, sensitive data is encrypted using 
encryption algorithms, and the ciphertext is published, so as to realize 
data desensitization and protect user privacy.

Fig. 10. Publish private data encryption on the blockchain.

Fig. 10 shows the above-mentioned data segmentation, data 
encryption, and publishing process. In the experiment, the user ID 
T00000001 in the data is divided into sensitive data by using the data 
segmentation technology. It is encrypted by DES encryption algorithm 
with key 123456, and the ciphertext 73a708a12291355 is calculated. By 
calling the AddDataSet function in the sect smart contract, the sensitive 
data and public data are published on the blockchain together, and the 
response code "200" indicates that the data publish is successful.

D. Encrypted Data Storage Space Experiment
The CP-ABE encryption operation will cause the ciphertext data to 

occupy more storage space. In order to verify the influence of CP-ABE 
encryption operation on the storage space of ciphertext data, three 
experiments are designed in this section. details as follows:

Experiment 1. Perform CP-ABE encryption on plaintext data with 
file sizes of 49b, 98b, 147b, and 196b. The encryption attributes and 
access control policy is “(sysadmin and office=1431) or (sales_staff and 
(executive_level ≥ 8 or office = 1231))”. The storage space occupied by 
ciphertext and plaintext is shown in Table II.

TABLE II. Experiment 1 Storage Space Occupation Results

Plaintext 
size (bit)

Increment
size (bit)

Cipher-text 
(bit)

Increment 
(bit)

Additional 
(bit)

49 - 3066 - 3017

98 49 3114 48 3016

147 49 3162 48 3015

196 49 3162 48 3014

Experiment 2. Perform CP-ABE encryption on plaintext data with 
file sizes of 49b, 98b, 147b, and 196b. The encryption attributes and 
access control policy is “(sysadmin and office=1431)”. The storage 
space occupied by ciphertext and plaintext is shown in Table III.

TABLE III. Experiment 2 Storage Space Occupation Results

Plaintext 
size (bit)

Increment
size (bit)

Cipher-text 
(bit)

Increment 
(bit)

Additional 
(bit)

49 - 921 - 872

98 49 969 48 871

147 49 3162 48 3015

196 49 3162 48 3014

Experiment 3. Perform CP-ABE encryption on “libmultipath.so.0” 
files with a file size of 384848b, respectively, using encryption attributes 
and access control policy A, namely “(sysadmin and office=1431) 
or (sales_staff and (executive_level ≥ 8 or office = 1231))” and B, 
namely “(sysadmin and office=1431)”. The storage space occupied by 
ciphertext and plaintext is shown in Table IV.

TABLE IV. Experiment 3 Storage Space Occupation Results

Plaintext size 
(bit)

Access control 
policy

Cipher-text (bit) Additional (bit)

384848 A 387866 3018

384848 B 385721 873

The results of Experiment 1 show that with the same encryption 
attributes and access control policy, the space occupied by the 
ciphertext is positively correlated with the space occupied by the 
plaintext. For example, when the plaintext space increases by 49, the 
ciphertext space increases by 48 in response. The results of Experiment 
1 and Experiment 2 jointly show that for the same plaintext data, the 
space occupied by the ciphertext is positively related to the encryption 
attributes and access control policies adopted. For example, the data of 
49b adopts two different access control policies, which occupy 3018b, 
872b of storage space.

More importantly, the additional ciphertext storage space caused by 
encryption attributes and access control policies is fixed. The results 
of Experiment 3 proved the above point, such as encryption attributes 
and access control policy A will increase the storage of 3018b, and B 
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will increase the storage of 873b. It should be noted that the amount 
of space added in Table II and Table III differs from the amount of 
space added in Table IV by a few bits, which is mainly caused by the 
line breaks in the plaintext data in the experiment. From an order of 
magnitude point of view, the amount of increase is the same, as shown 
in Fig. 11.
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Fig. 11. The ciphertext storage space of different access control policies.

It is seen that when selecting encryption attributes and setting 
access control policies, to avoid occupying additional blockchain data 
storage space, the following three basic principles should be adhered 
to.

1. Choose as few encryption attributes as possible.

2. Configure access control policies as streamlined as possible.

3. For ciphertext data with large storage space, direct storage on the 
chain will take up too much space, and the IPFS system can be 
borrowed to relieve the pressure on blockchain storage.

E. Security Analysis

1. Data Access Control Policy Security
As described in section V.B, the access control right of the data 

collected by the security terminal is decided by the data access control 
policy file of the device. The CP-ABE encryption algorithm ensures that 
only users whose attributes and policies match exactly can decrypt the 
control policy file. In the scenario of consortium blockchain identity 
authentication and attributes issued by an authority, illegal users 
cannot steal confidential information. Meanwhile, the data access 
control file of the secure and trusted terminal can be dynamically 
adjusted according to the situation, such as changing the encryption 
key, updating the access control policy, etc., thereby ensuring the 
dynamic security of data access control.

2. Confidentiality of Private Data
This paper proposes a hybrid encryption scheme. The private 

data is encrypted with symmetric encryption algorithm, the key and 
device access control file are encrypted with CP-ABE algorithm, and 
strict access control strategy is set, which provides double insurance 
for the confidentiality of private data. As in section V.C, through data 
segmentation and private data encryption, the ciphertext is stored on 
the chain, which ensures the confidentiality of data under distributed 
data storage. The encryption key is stored in the access control policy 
file and encrypted based on CP-ABE algorithm, in this way, the data 
owner can better control the access authority of the data.

3. High Availability of Data
Both IPFS and blockchain adopt the principle of distributed 

technology, and the data collected by the IoT terminal is directly linked 
to the distributed storage. The technical characteristics of both determine 
the high availability of the system under single point or multi-point 
failure, and effectively improve the overall usability of the system.

4. Data Non-repudiation
In order to share data, publishers and users of data need to encrypt 

or decrypt twice, while encryption and decryption based on CP-ABE 
requires the support of user data attributes and logical relationship, i.e. 
access control policies. Therefore, the operation of data by both sides is 
undeniable and technically mutual trust. Specifically, distributed storage 
based on Fabric and IPFS ensures that data publishers cannot reject data 
on the blockchain. The adopted CP-ABE encryption algorithm ensures 
that data users obtain access rights through their own private key, and 
the operation of the key is undeniable. It solves the problems of data 
security and mutual trust in Agricultural IoT, and lays a foundation 
for the application of safe and reliable agricultural IoT data terminal in 
agricultural product quality and safety traceability system.

5. Anti-security Attack
The IoT often uses wireless communication for data transmission. 

If the private data is not encrypted, it can be easily eavesdropped by 
hackers. The privacy protection scheme proposed in this paper can 
resist eavesdropping attacks. At the same time, this paper encrypts the 
encryption key twice, which can effectively resist the plaintext key 
disclosure attack. For conventional IoT applications, data unauthorized 
access is the most common security attack or hidden danger. Using CP-
ABE encryption algorithm to set fine-grained access control policies 
for data can effectively resist data unauthorized access attacks.

F. Performance Analysis

1. The Complexity of Key Management Is Significantly Reduced
The CP-ABE and DES hybrid encryption scheme designed in this 

paper realizes one-time encryption by users and flexible sharing 
among multiple users, which significantly reduces the complexity 
of key management in a symmetric cryptosystem. According to 
cryptographic theory, in a symmetric encryption system, if n users 
need to agree on a security key with each other, the number of keys 
required is n(n-1)/2. In this paper, the CP-ABE encryption algorithm 
is used to control access to the data encryption key. With n users 
participating, an access control policy is set for each user, that is, there 
are n decryption keys in total. Is the worst case. Therefore, the key 
management complexity is reduced from n(n-1)/2 to n.

2. Efficient and Flexible Access Control Policies
Data segmentation technology and CP-ABE encryption technology 

can protect data confidentiality and flexible access control, but the 
CP-ABE solution stores attributes and access control policies in 
ciphertext, which will increase the amount of ciphertext storage. It 
can be seen from Table II that when the access control policy A is used 
for encryption, the encrypted ciphertext of 49-bit plaintext data will 
become 3066 bits, which is 62.57 times the original. However, when 
the IPFS system is used to store it, the handle in the IPFS is stored on 
the blockchain, no matter how large the ciphertext data itself is, it will 
only occupy 46 bits of storage space.

According to the comparison data of IPFS storage space and 
ciphertext storage space shown in Fig. 12, taking the storage of 
384848-bit files as an example, replacing the 387866-bit ciphertext 
storage with 46 bits will save 99.99% of the storage space. Obviously, 
this provides a new solution for setting more flexible and complex 
access control policies, while ensuring the efficiency of data storage.
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Fig. 12. Comparison of IPFS and ciphertext storage space.

3. It Has the Ability to Store and Expand the Big Data File of the  
Agricultural IoT

The agricultural IoT data includes not only the structured data 
of the experiment in this paper, but also unstructured data such as 
video, image, voice, GIS, etc. With the help of the IPFS file system, the 
corresponding smart contract can be developed to safely upload the 
above data to the chain.

VI. Conclusion

This paper studies the technical integration of agricultural IoT 
and blockchain, and designs a secure and trusted agricultural IoT 
blockchain terminal. With the help of CP-ABE and DES encryption 
algorithms, an access control and hybrid encryption scheme is 
designed to assure the security and authorized access control of data 
on the blockchain. Taking the data collection of the agricultural IoT 
production link as an example, the data segmentation, data encryption 
and access control scheme designed is verified. Through experimental 
verification, the terminal designed in this paper can be directly used 
as a node of the blockchain and IPFS to realize the release of collected 
data and the upload of files. However, the application scenarios of the 
agricultural IoT cover multiple links of agricultural production before, 
during and after production. The design of this system still needs to 
be continuously optimized according to specific business scenarios, 
which is also the main research direction of this work in the future. 
On the whole, the agricultural IoT blockchain terminal designed is 
a typical representative of the integrated application of blockchain 
and IoT technology, and has important research significance and 
application value.
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