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Abstract

The Internet of Things (IoT) is an emerging technology, which comprises wireless smart sensors and actuators. 
Nowadays, IoT is implemented in different areas such as Smart Homes, Smart Cities, Smart Industries, Military, 
eHealth, and several real-world applications by connecting domain-specific sensors. Designing a security 
model for these applications is challenging for researchers since attacks (for example, zero-day) are increasing 
tremendously. Several security methods have been developed to ensure the CIA (Confidentiality, Integrity, 
and Availability) for Industrial IoT (IIoT). Though these methods have shown promising results, there are still 
some security issues that are open. Thus, the security and authentication of IoT based applications become 
quite significant. In this paper, we propose TD2SecIoT (Temporal, Data-Driven and Dynamic Network Layer 
Based Security Architecture for Industrial IoT), which incorporates Elliptic Curve Cryptography (ECC) and 
Nth-degree Truncated Polynomial Ring Units (NTRU) methods to ensure confidentiality and integrity. The 
proposed method has been evaluated against different attacks and performance measures (quantitative and 
qualitative) using the Cooja network simulator with Contiki-OS. The TD2SecIoT has shown a higher security 
level with reduced computational cost and time.
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I. Introduction

THE Internet of Things (IoT) is emerging as a novel thought for 
future technological advancement, which allows interaction 

between the physical and virtual world. IoT devices play the role 
of internet devices and provide mountainous improvement in 
Information and Communication Technology (ICT) applications [1]. 
It is predicted that total IoT devices will be 24 billion worldwide in 
the coming year, which will be connected through the internet [1]. 
IoT provides exclusive identity to objects that are accessible from the 
network for tracking down the status and location of the devices [2]. 
Later on, there will be numerous sorts of things conceivably interfacing 
with the internet such as heterogeneous industrial machines, self-
driving cars, robots, smart supermarkets, mobile phones, shoes, plants, 
watches, etc. [3], [4].

IoT is applicable in various areas of fields such as Smart Homes, 
Smart Cities, Smart Industries, Military, eHealth, and several real-
world applications by connecting domain-specific sensors [4] and 
more specifically known as Industrial IoT [2],[4]. IoT also provides 
tracking, monitoring, and controlling of devices and their services. 
This influences the minimum human interactions with the attached 

physical articles to work accordingly. IoT uses Wireless Sensor 
Network (WSN) infrastructure and technologies such as Radio 
Frequency ID Devices, IR sensors, laser scanner, Global Positioning 
System (GPS), etc. [4],[6]. The collected data through the IoT system is 
real-time data. IoT enables devices (things) to interact and coordinate 
with each other to perform domain-specific tasks that result in the less 
human intervention [7]. 

The Industrial IoT (IIoT) is composed of wireless sensors to 
control several processes remotely that are constantly connected 
with physical objects embedded in industrial devices. These devices 
are vulnerable for different security attacks like Distributed Denial of 
Services (DDoS), Man in the Middle attack (MiTM) targeted on power 
grids, hacking of industrial control systems, etc. [8]. These attacks are 
increasing and have a significant impact on the progress of industries. 
The ubiquitous nature of IIoT expands the scope of risks, especially 
when intersecting with hackers or illegitimate users. For example, 
in healthcare IIoT, riding insulin pumps or pacemakers is a striking 
concern. Similarly, in the food supply chain, it is a big concern that 
any agricultural drone surveying a farmland strike may come under 
the hacker control , etc.[6]. Thus, creation, movement, and processing 
of goods and services of industries need to be secured. 

It is estimated that by 2023 the industrial IoT may have a 14.2 
trillion growth to the global economy [9]. Hence, ensuring the 
CIA (Confidentiality, Integrity, and Availability)  of IoT devices is 
unquestionable. This security is related to information that is either 
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stored or in transit. Therefore, it is vital to have a systematic study 
and research on designing and improving the security problems 
of IoT [10]. The standard IoT systems are composed of four main 
layers known as Information Generation (Perception), Information 
Transmission (Network), Information Management (Processing), 
and Integrated Application layer. Each layer is vulnerable for attacks 
associates with it [11]. An attacker can send a malicious code that 
can affect the integrity of the data. The Network layer is composed 
of routers, computers with wireless or wired networks with greater 
vulnerability for attacks. This includes hacker intrusion and network 
content security, Sybil, sinkhole, sleep deprivation, code injection, 
and man-in-the-middle attacks commonly pertain to this layer. The 
Application layer is a layer where smart environments are achieved. 
This layer ensures the CIA of data in real-time. Code injection, 
DoS, spear-phishing, and sniffing are attacks associated with the 
application layer [7].

Nowadays, actuators in IIoT service infrastructure are also added 
into the production floor that must be authenticated before the 
transmission of sensed data [12].  This is a safeguard for data that 
should be initiated from authentic devices rather than a fraudulent 
source. Thus, it is essential to ensure the IIoT devices and underlying 
data to provide data integrity and confidentiality. The solution must 
protect firmware (program enabled machines) against malicious 
activities to take less computational time as well as battery power. 
This work ensures a comprehensive package of security solutions, 
including confidentiality and integrity  requirements, with rigid 
security components for IIoT devices. There is no universal agreed-
upon common security mechanism available to implement in the 
device [13]. In this view, the manufacturer applies the techniques in 
devices which is available with them. This limitation leads to immature 
standards to protect IIoT devices. Moreover, this leads to little or 
no encryption for protecting sensed data either at the storage or in 
transit. This opens the way for security threats that include various 
attacks. There is some industrial process that is more vulnerable such 
that Human/Machine interface, industrial control system, Machine 
logic controller and industrial SCADA system, etc. 

The securing IoT system is complex as well as challenging since 
IoT applications are distributed and heterogeneous. In addition, 
the centralized cloud services cannot cover attack detection, due to 
resource restrictions, distribution, scalability, latency, and mobility 
of devices, etc. [14]. Thus, securing IoT requires to be design 
strong encryption and authentication method and protocol with 
cryptographic techniques [7].

Proposed work deals with security augmented IoT architecture 
for ensuring data integrity and authentication in IoT industrial 
applications.  This integrates ECDSA and NTRU cryptosystems using 
a co-design method, which overcomes the shortcomings of other 
traditional algorithms. The proposed model employs a dynamic key 
cryptosystem which uses temporality and dynamicity techniques to 
ensure confidentiality and integrity. The combination is needed to 
achieve the stringent performance in IIoT infrastructure.

This paper discussed the basic concepts of IoT and security problems. 
Section II reviews related works and literature on IoT security. Section 
III discusses and illustrates the proposed TD2SecIoT architecture in 
detail. Section IV deals with simulation setup and configurations. 
Section V presents experimental results and comparative analysis 
of the proposed work with existing research work based on key 
generation, authentication, and encryption time and power (energy) 
usage. At the same time, Section VI deals with security analysis of 
the proposed work. Section VII concludes the work by discussing the 
major findings, future works, and recommendations.

II. Related Work

Several applications of cryptosystems are proposed in recent 
years for ensuring security in resource-constrained IoT devices and 
applications [15]. Most of the current methods developed to secure IoT 
are based on symmetric and asymmetric cryptographic algorithms. 
Some of the researchers also employ these algorithms in a hybrid 
fashion [16]. 

S. B. Sadkhan, and Zainab Hamza [16] introduced various 
cryptosystems for IoT environment. They reported that RSA is the 
slowest to decrypt and takes the utmost time to encrypt as compared 
to other methods like ECC, and also demands more memory space. 
Blowfish takes less time among all for both encryption and decryption 
and demands the least memory. Blowfish is effective on software 
but depends on the platform on which it executes. AES and DES 
require optimal memory space as compared with RSA. Both AES and 
Blowfish have high unpredictability in the output information and 
are less vulnerable to attacks. D. Rivera et al. [17] proposed a security 
protocol that employs AES and SHA-3 for IoT smart toy platform. The 
author focused on confidentiality, integrity, and authenticity for the 
data generated by the smart toys. Their proposed platform involved 
different modules of the system and also have concluded that denial of 
service attacks on the smart IoT toys might be possible. V. C. Ashan [18] 
modified Welch Gong (WG-7) stream cipher method, which employs 
an involution function block to increase the security of data. It is a 
cryptosystem that is widely used in private networks to secure the data 
from several attacks, including denial of service. The author reported 
that this cryptosystem is insecure against algebraic types of attacks.  

L. Ding et al. [19] proposed a modified WG-8 algorithm that is a 
variant of a known WG stream cipher method. This method has a 
relatively simple structure and uses 80 bits of secrete key and 80 bits of 
initial vectors (IV) as an input. The author figured out that these keys 
are generated in linear and nonlinear relationships. Hence, it is easily 
identified by the attacker in less than three minutes and vulnerable 
to key attacks.  T. Suzaki et al. [20] stated that TWINE is another 
lightweight block cipher that supports 80 and 128-bit keys. This 
algorithm is platform-dependent, so it is efficient on the unification 
of encryption and decryption on software. The authors analyzed the 
security of the method against impossible deferential and saturation 
attacks, and they found that its security level should be improved in the 
future. William Diehl et al.  [21] reported that TWINE has the highest 
Throughput-to-Area (TP/A) ratio as compared with the other stream 
ciphers. L. Singh and M. Singh [22] stated Elliptic Curve Cryptography 
(ECC) is a public-key cryptography that uses the curve equation y2 = 
x3 + ax + b. This is known as Weierstrass equation, with 4a3 + 27b2 ≠ 
0, where a, b are constants. ECC can be implemented in various tasks 
of public-key cryptography like encryption, authentication, digital 
signature, and key agreement. 

T. Daisy et al. [23] stated and defined the ECC equation degree 
and functionality. They conclude that higher-order encryption and 
decryption is possible provided that the equation should satisfy the 
standards proposed by NIST [24]. A. Bansal  [25] proposed a security 
system based on the integration of ECC with the cloud. The author 
used ECC only to encrypt some bits of the data block in order to 
reduce computational cost on the client-side, which increases resource 
sharing in the cloud. The author reported that this security method is 
more effective than RSA with regard to computational cost. S. Singh. 
et al. [26] carried out a comparison between ECC and RSA after a 
thorough experimental analysis. They concluded that ECC is superior 
over the RSA method in terms of the ciphertext sizes, digital signature 
signing, and verification time. This makes ECC ideal for replacing the 
RSA method.  S. Shankar et al. [27] proposed ECC based secure key 
distribution model for secure medical data transmission and resolving 
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replay attacks by using timestamp values. P. Dhillon and S. Kalra [28] 
stated it is 10,000 times more difficult to break ECC as compared to an 
equivalent 2048-bit RSA without degrading the system performance. 
H. Hasan et al. [29]  proposed BROSMAP protocol based on ECC for 
securing IoT. The authors stated that ECC is four times faster than RSA 
because it uses a smaller key size. M. Ahmed. et al. [30] proposed a 
payload based mutual authentication method that used the Advanced 
Encryption Standard (AES) with 128 bits key. P. Patil et al. [31] reported 
AES utilizes more computational resources. This indicates that a 
lightweight model is necessary to have a secure IoT environment. 

M. Bunder et al. [32] reported that RSA is the first public-key 
cryptosystem. D. John et al. [33] proposed a modified RSA algorithm 
called binary RSA encryption for securing data in transit in wireless 
networks. A. Mektoubi et al. [34] proposed a hybrid algorithm that 
combined RSA and ECC methods. RSA is used to encrypt/decrypt the 
data and the ECC for digital signature, which exploits MQTT (Message 
Queuing Telemetry Transport) protocol. J. Wang et al. [35] discussed 
that the security of ECC is mainly based on the intractability of the 
Elliptic Curve Discrete Logarithm Problem (ECDLP). The author also 
stated that it is easy to calculate another point on the elliptic curve 
with point-multiplication defined on the finite field. Thus, it may not 
be appropriate to use for data integrity. 

S. Singh et al. [36] and R. Tso and Y. Jheng  [37]  proposed the 
literature of the Nth-degree Truncated Polynomial Ring Units (NTRU) 
algorithm that is based on the difficulty of finding particularly small 
vectors in lattices and degree N with coefficients in the domain of 
Z[X]/ (XN-1). The authors stated that it is the first system that does not 
depend on complicated mathematical problems. R. Chen and D. Peng 
[38] proposed an NTRU based authentication scheme that is used in 
the handover process of the wireless network. The authors stated 
that the conventional methods are unsafe with regard to quantum 
attacks, whereas the NTRU is a lightweight public-key cryptography 
algorithm based on lattice theory, which is powerful against quantum 
adversaries. Authors concluded that NTRU has many distinct benefits, 
such as less memory and computing requirements, higher encryption, 
and decryption. Y. Gao,X. Yin, and C. Hao [39]  have conducted a 
security analysis to prove that NTRU is secure under the assumption 
of the NTRU lattice Approximate Closest Vector Problem.   Further, 
R. Hassan and M.G Nadia. [40] described the NTRU algorithm that 
is based on the mathematical technique called polynomial algebra. 
R. Jha and A. K. Saini [41] conducted a comparison analysis and 
concluded that the NTRU algorithm is better than RSA and ECC. The 
authors concluded that NTRU security does not rely on the integer 
factorization problem or discrete logarithm problem. They mentioned 
that NTRU requires O(n log n) time, whereas the RSA, ECC, etc. 
requires O(n3) time.  This makes NTRU ideal for constrained devices 
such as IoT sensors nodes and sensor-embedded devices. 

III. Proposed Work

Related work depicts that privacy and confidentiality should be 
considered as a fundamental security aspect of IoT and its applications. 
Cryptographic techniques are used to secure sensor’s data and data 
in transmission. Traditional cryptographic algorithms such as AES, 
DES, Blowfish, 3DES provided admirable security, but they demand 
higher computational cost. ECC and NTRU, on the other hand, are 
ideal for constrained devices such as IoT sensors and sensor-embedded 
devices. Several security methods have been developed to ensure the 
confidentiality and integrity of the data for IoT applications. There are 
some issues with them:  

• Most of the methods employ complex mathematical calculations 
and are based on prime factorization. Moreover, these methods 
require higher computational resources, time, and even are 

susceptible to IoT related attacks. For instance, zero-day attacks 
and several variants of existing attacks are the main issues of the 
applications.

• It is quite important to consider the sensors power, memory, etc. 
since it is employed at resource-constrained devices and in real-
time operations. Hence, security models should demand low power, 
memory, and execution time without compromising security.  

The proposed work TD2SecIoT makes it different from state-of-the-
arts on the following points:

• Mutual authentication is made between two communicating 
parties without assistance from a certification authority, except 
the first time when the system is setup. So, the use of the Key 
Distribution Centre (KDC) is reduced.

• Two motes can generate keys between themselves by sensed data 
values.

• TD2SecIoT demands a smaller key size with less key generation, 
authentication, encryption/decryption time, as compared with 
other existing works. Hence, demand less computation time, 
energy requirement, and memory.

• It also prevents numerous attacks such as Reply attack, Man in 
the Middle (MiTM) attack, chosen cipher attack, Quantum attack, 
and Lattice-Based attack, which makes it efficient for securing 
resource-constrained IoT sensors and actuators.

Basically, IoT architecture has four layers that are used to manage 
IoT services. Such conventional architecture lacks security aspects [1], 
[2], [7]. The proposed TD2SecIoT offers to integrate a new layer called 
“Security Layer” in between the Perception layer and Network layer, 
as depicted in Fig. 1.
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Fig. 1. The proposed architecture.

The security layer is further divided into two sub-layers as it is 
illustrated in Fig. 1. These layers constitute the Authentication layer; 
a layer that is responsible for the mutual authentication between 
the source and receiver nodes, and the Encryption layer; which is 
responsible for ensuring data integrity and confidentiality during 
transit. Each sensor node will have both the capabilities since they are 
embedded in every IoT devices that are deployed in smart environments 
or any industrial application. In this work, industrial IoT devices are 
considered for simulating our novel method TD2SecIoT.
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The proposed security augmented architecture, which consists of 
authentication and encryption sub-layer, is discussed in the following 
sub-sections.

A. Authentication Sub-layer
The TD2SecIoT proposes mutual authentication as one of its tasks, 

which establishes an authentic two-way communication between the 
source and receiver node, as depicted in Fig. 2. Once a new node is 
connected to the network, the third party, called Key Distribution 
Centre (KDC) is responsible for assigning key pair that will become a 
certificate for that node. These keys are used during the re-certification 
at the time of network reset or restart. In this regard, we proposed 
an ECC based mutual authentication for authentic communication 
between the source and receiver node. 
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Fig. 2. The proposed Mutual Authentication Process. 

1. Mutual Authentication Setup 
The mutual authentication process begins by taking a key pair 

(certificate) from KDC as the network is reset/restarted, or any 
new node joins the communication. Source node and receiver node 
both send their public keys Qsrc and Qrcv to KDC to enable mutual 
authentication. The KDC uses its private key to generate the 
certificates and calls the ECDSA method to generate certificates and 
transfer certificates (rsrc, ssrc) to the source node. Similarly, (rrcv, srcv) are 
transferred to receiver node with its own public key. The certificate 
consists of a pair of integers (rsrc, ssrc) for the source node and (rrcv, 
srcv) for the receiver node. Here, rrcv and srcv are the x coordinates of 
the distinct elliptic curve points. These certificates and a public key of 
KDC are used at the time of mutual authentication process when they 
send a certificate to each other. They use Qca (public key of KDC) in 
the verification phase. 

2. Mutual Authentication Between Nodes
As source and receiver nodes are ready to communicate, they need 

to calculate the hash value using key pairs (obtained from the KDC), 
and further exchange and verify to each other. If the hash is matched, 
both devices become authentic and start communication for data 
sharing. The brief steps of the process are:

The mutual authentication process starts with exchanging public 
keys Qsrc and Qrcv, between Source (SRC) and Receiver (RCV) nodes. 
Further, they generate the secret key by multiplying their own private 
key to other’s public key. The secret key is used to send the hash in 
encrypted form. Now, the RCV node will send the certificate/hash 
Hrcv (hash of the receiver) to SRC in encrypted form. The SRC then 
decrypts Hrcv and obtains the certificate of RCV node. 

Furthermore, the SRC encrypts its certificate/hash and sends Hsrc 
to RCV, which further decrypts it and obtains the SRC’s certificate. 
Then, RCV checks received hash, and if found identical, then SRC and 
RCV authenticate to each other and are ready to start communication 
(IoT data transaction). Otherwise, it rejects the Hrcv (send the negative 
acknowledgment to SRC). It may restart the mutual authentication 
process if required.

3. Mutual Re-authentication 
Mutual Re-Authentication between nodes will happen only when a 

new node is trying to join the network for the first time or when some 
failure occurs (network failure, system failure, etc.). This will force 
each node in the network to re-authenticate each other by exploiting 
the same authentication procedures, as discussed in subsection A-2. 

B.  Encryption Sub-layer 
This section deals with the integrity of data being transferred 

among nodes in the IIoT system, which is another task of TD2SecIoT. 
The data is gotten encrypted at the source node using NTRU approach 
through a dynamic key, which is generated using the previously stored 
data in the database, as shown in Fig. 3.
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Fig. 3. Encryption Sub-layer.

Another feature of this sublayer is to provide a timestamp to 
each packet that increases the security level of the proposed system. 
System time (via timer) is stamped on the ciphertext generated so 
that the receiver understands that data does not eavesdrop during 
transmission. This mechanism is useful in identifying replay attacks 
[27]. Furthermore, timestamped cipher text routes to the receiver 
node. The communication methods represented by arrows in the Fig. 
3 shows the transfer of packets between the sensor and receiver node 
using radio communication. The receiver node, which is another IoT 
mote or a server, first delimits timestamped ciphertext to obtain the 
actual text message and then decrypts the ciphertext using NTRU 
algorithm. The private key is used for such encryption, which is 
generated during key generation. Further, decrypted plain text has to 
be forwarded to the next IIoT layer, where it gets to settle down in 
repository. 

RF propagation time has been used in work for the timestamp 
calculation [42], which determines the maximum time required for 
delivery. This timestamp value is used to check a possible reply attack 
by comparing the timestamp and current time. The Cooja simulation 
platform [43] facilitates to calculate the shortest distance between the 
two most distant motes in the network (aka. Network Diameter). The 
propagation time calculation steps are summarized as follows:

RF propagation time = range / RF wave speed
Where:            
      RF wave speed = 3x108 m/s
      RF propagation: maximum time for propagation
      Range = Network Diameter
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Finally, the difference in delimited timestamp and current time 
must be less than or equal to RF propagation time.

C. Algorithmic Procedure For Encryption 
Consider, a sender (source node) needs to send confidential data 

(encrypted by NTRU cryptosystem) to a receiver node. At this point, the 
source employs the receiver’s credential that is a public key, to encrypt 
the data. The NTRU cryptosystem consists of three phases: System 
Setup, Key Generation, Encryption, and Decryption that is described in 
following subsections 1, 2, and 3 with pseudocode. At the end of this 
section, we also described the key-regeneration process in subsection 4. 

1. System-Setup Procedure 
Every new node needs to set up three integers (N, p, q) and four 

polynomial sets (Lf , Lg ,Lr , Lm) from the ring R = Z[X]/(XN - 1), where 
‘N’, ‘p’ and ‘q’ are prime numbers, and ‘q’ is considerably larger than 
‘p’ with gcd(p, q)=1. Usually, ‘p’ is set to 3 (ternary polynomials), and 
‘q’ for efficiency reasons is generally set to an integer number power 
of two i.e., q =2k. The prime condition of product f * fp=1 (mod p) and f 
* fq =1(mod q) must hold in the key generation process. 

The following procedure has been used to select the next prime 
number from any randomly selected sensed data and to assign the 
value for N. The minimum value of N is set to 167. Shen et al. [44] 
suggest various security levels and found N= 167 give a better security 
level. Similarly, for standard, high, and highest security level, 251, 347, 
and 503 are suggested, respectively. 

Input: integer n

 Algorithm:
 {Set n   stored random value}
 {Set x | x   1000} 
 {Set f | f   0}
 {Set i | i   n+1}
 {Set j | j  2}
  For each i loop i to x do
  For each j loop j to j <i do
  If i mod j=0 then
   Set {f   1} && break the loop; 
  Else
   Return i
  End if 
End for
   End for
 {Set N   i}
Output: N (A prime number)

Now, the initial parameter <N, p, q> are passed to the key generation 
and encryption/decryption operation.

2. Key Generation 
This process performs the following procedure to generate keys 

(public and a private key) that are used for encryption and decryption 
process:

Input: A mote picks two random polynomials f ∈ Lf, g ∈ Lg
Output: The private key (f, fp) and mote’s public key h.
Process: 
1. Receiver mote computes: 

fq & fp satisfying fq * f ≡ 1 (mod q) and fp * f ≡ 1 (mod p). 
2. Receiver mote computes: 

    h = fq *g (mod q), this is a public key, and the private key is (f, fp).

3. Encryption and Decryption Operation 
Source mote encrypts message m ∈ M with coefficients {-1, 0, 1} 

using NTRU encryption algorithm. The key generation procedure is 
described below:

NTRU Encryption algorithm
Input:  m ∈ M, h, interval [-p/2, p/2], r, <N, p, q>
1. Select random polynomial ‘r’ with small coefficient not restricted 

to the set {-1, 0, 1}
2. Compute

c = pr * h + m (mod q) = r * h+ m (mod q)
3. Attach timestamp,   c= (c||t)
4. Transfer ‘c’ to receiver.
Output: Cipher Text ‘c’

The receiver mote decrypts ciphertext ‘c’ using the decryption 
function of NTRU, the receiver’s private key, and parameters 
established during the setup procedure. The key generation procedure 
is as follows:

NTRU Decryption algorithm
Input: c, r, interval [-q/2, q/2], f
1. Select random polynomial ‘r’ 
2. Compute

a = f * c (mod q)
a = f * (pr * h + m) (mod q)
a = f * (pr * fq * g + m) (mod q)
a = pr * g + f * m (mod q)

3. Calculate 
b = a (mod p) = f * m (mod p) 
, hence pr * g (mod p) = 0 & f * fp = 1 
b = pr * g + f * m (mod p)
b = f * m (mod p)
m = fp * b (mod p)
m= m (mod p)

4. Transfer (m) to receiver or database.
Output: Plain Text ‘m’

The aforesaid encryption and decryption procedure are shown 
diagrammatically in the Fig. 4. 

Source mote

DEC M

c

t

Yes
No

Discard
t<T

ENC

TimeM

c c||t
c||t c||t

Receiver mote

Fig. 4. Encryption and Decryption Process.

The database scheme uses specific sensed data values for a selection 
of a new key pair for NTRU encryption/decryption. Data exchange 
between connected nodes will continue with current parameters and 
keys until a fixed minimum or maximum period is over. Such a key 
pair is used for NTRU Encryption and Decryption during this interval. 
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4. Key Regeneration
The new key pair is needed to be generated based on two following 

factors: 

(1) The minimum allotted period is over, and the maximum allotted 
period is not over. For example, it was decided that one set of keys 
will be used for a minimum of 7 hours and a maximum of 8 hours. 
Then a new key pair will be regenerated between this period from 
the previously stored data in the database server. 

(2) Key regeneration gets initiated, when a constantly very small 
amount of data without significant change is collected or sensed 
for some continuous period of time. Such continuous similar 
values for a while (assume 10 minutes) indicates that most of the 
devices are stopped. It may happen due to employee shift change 
(since most of the industries are operating in this fashion). 

IV. Simulation Setup & Configuration

Contiki-OS (a Linux based operating system) with a Cooja network 
simulator has been used for implementation [43]. A virtual machine of 
64 bits Ubuntu operating system called Instant Contiki-2.7 is installed 
on a 64bits-x64 based processor. 8Gb RAM and Intel(R) Core (TM) 
i7-7500 CPU @ 2.90 GHz processor has been used. All the necessary 
packages and libraries of the Contiki-OS and Cooja simulator are also 
installed with an updated Java run time environment and open JDK-8 
that supports the graphical representation of the Cooja simulator for 
the visualization of the radio traffic, packet flow, etc. A C-language 
code is written for encryption/decryption and mutual authentication 
and is compiled with the MSPGCC compiler (version 4.6.3).

Another useful tool, ‘Power Tracker’, is used, which is available in 
the menu Tools with the name “Mote Radio Duty Cycle” [45]. This tool 
allows us to measure the mean energy consumed by all the nodes and 
also measure the power consumption individual node wise.   

Further, the network is built by inserting nodes in the Network 
window. We used Sky mote type because it supports 6LoWPAN, which 
is an advanced version of IPv6 [43]. It works with low-power radio 
frequency at the physical layer. We have implemented TD2SecIoT 
using IPv6, because it facilitates IoT devices communication over 
the Internet separately one at a time. A Unit Disk Graph Medium 
(UDGM) has been used as a radio frequency model, which takes the 
ideal transmission range disk in which motes are allowed to share 
the data [45].

Tmote sky mote has the ability of fast wake up from sleep, which 
takes less than 6μs, and it is equipped with a 16 bits RISC processor 
that demands less power during active and in sleep mode [46]. Tmote 
Sky is equipped with an integrated onboard antenna, with a 50m range 
indoors and 125m range outdoors, radio (Chipcon CC2420), which 
provides reliable wireless communication. In this implementation, we 
use the Sky mote with (8MHz MSP430) low power microcontroller, 
10KB RAM, and 48KB flash memory. 

Sky motes also provide 250Kbps, 2.4GHz, and IEEE 802.15.4. There 
are three types of integrated sensors in Tmote Sky, includes Humidity, 
Temperature, and Light sensors. Tmote Sky provides ST M25P80 
40MHz serial code flash for external code and data storage that can 
hold 1024 kilobytes of data. Sky motes also provide 250Kbps, 2.4GHz, 
and IEEE 802.15.4.  This flash is divided into 16 segments, each with 
64kB in size. Initially, a border router and a server are included in the 
simulated network. Additionally, it has been included five more sensor 
nodes of the type ‘‘Sky Mote’’ in the simulation to collect the data. 
We have also chosen the program ‘temp-sensor.c’, which is part of the 
Contiki OS and compiled on the sky mote 6. This application is used to 
sensor the real-time temperature of the environment where the mote 
is placed. 

A. Algorithmic Simulation 
A C-language code is written for ECC and NTRU for the mutual 

authentication and further compiled on each mote in the network. 
We have deployed five motes as clients, one border router mote with 
compiled ‘border-router.c’ as a gateway that uses RPL for routing the 
packets, and one server mote as a web server (complied on sky motes).

The motes start transferring sensed data once the mutual 
authentication is successfully completed. This data is encrypted using 
NTRU cryptosystem, as described in section III. The simulation of the 
proposed work “TD2SecIoT” using the Cooja network simulator of the 
Contiki Operating System (OS) with multiple windows is shown in 
Fig. 5. The left-top corner is the “Network Window”, where network 
topology or motes positioning are shown. It allows us to access every 
mote in our network. The next window is the ‘‘Simulation Control 
window,” which facilitates ‘start’, ‘pause’, make a ‘step’ forward, 
and ‘reload’ the simulation. The window on the top-right corner is 
used to take notes about the simulation called “Notes Window”. The 
window in the middle is called “Mote output”, where the outputs 
of serial ports of each node are displayed. The lower window is the 
“Timeline Window|” that shows the data packets delivered over time 
from the source sensor node to the receiver node. This window is 
used to investigate the time taken for authentication and encryption/
decryption of sensed data. Furthermore, a program called ‘tunslip6’, 
home/user/Contiki-2.7/tools/tunslip.c, is used in order to connect the 
border router with Cooja.

Fig. 5. TD2SecIoT simulation on Cooja.

Table I summarizes the configuration setup, protocols, key exchange 
times, IP version, and the preferred distance between the motes.  

TABLE I. Summary of the Simulation Configuration

Parameters Value 

Motes Sky

TX Ranges 10m

IP Version IPV6

MAC Layer IEEE 802.15.4

Network Layer 6LoWPAN

Radio Access CSMA

Duty Cycle Contiki MAC

Maximum Neighbors 5

Key Exchange life 28,700-28,900 sec. time

B. Database Implementation 
Contiki has a built-in database management system called 

“Antelope”; a lightweight SQL-like database manager for resource-

Artificial Intelligence and Sensor Informatics: Exploring Smart City and Construction Business Implications
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constrained IoT devices, which enables a sensor or a mote to act as 
a database server [43]. It is a relational database management system 
that enables the dynamic creation of databases and complex data 
querying.

Additionally, a centralized database is designed and implemented 
using Contiki to store the sensed data (received from the sensor mote). 
This data consists of information about Sensor Nodes (node ID), Node 
Sequence (node_Seq), Sensed Temperature (node_TempC), and Sensed 
Light value of the node (node_Light) and it is represented using a 
relational database as depicted in Table II.

TABLE II. Relational Database Under Contiki 

node_ID node_Seq node_TempC node_Light

--- --- --- ---

Antelope procedure (Contiki directory /home/user/ Contiki-2.7/
examples/antelope/netdb/netdb.csc) has been used to store the sensed 
data from the sender node to sky server mote6. Furthermore, a python 
code ‘Pydev’ is written to get data from the sky mote server and 
further saves it into the MySQL database. Python needs an extension 
called ‘pySerial’ in order to communicate with the serial port of the 
sky server mote. In this regard, Python extension ‘pyserial-3.1.1.tar.
gz’ has been installed. ‘MySQL-python-1.2.4b4.tar.gz’ file is utilized to 
connect the database to the MySQL library. The following commands 
in MySQL are written to create the database on sky mote6: 

CREATE DATABASE mote6; -------------------------------------------(i)

USE mote6; ---------------------------------------------------------------(ii)

Create table BarelTempData (NODE_ID INT PRIMARY KEY AUTO_
INCREMENT, NODE_SEQ INT (11) NOT NULL, NODE_TEMPC INT 
(4) NOT NULL, NODE_LIGHT INT (4) NOT NULL) -------------------(iii)

The command (i) creates a database called mote6, command (ii) 
make mote6 usable for database, and command (iii) creates a table 
named BarelTempData. This table has four fields Node_id, Node_
sequence, Node_tamprature, and Node_light. Finally, we run the code 
“python serial-mysql.py” for transferring the sensed data and execute 
the query ‘select * from BarelTempData’ in MySQL to retrieve the data 
as shown in Fig. 13.

V. Experimental Results

Fig. 6 depicts the simulation of the mote output. The first four lines 
show the connection establishment between two motes. Further, the 
paired server mote waits for the authentication request from the client 
to process the mutual authentication between motes in the network.

Fig. 6. Connection Establishment of the Motes.

This process takes very less time (in milliseconds) to establish the 
connection, as indicated in Fig. 6. The further authentication process 
is shown in Fig. 7.

Fig. 7. Mutual Authentication Process.

Fig. 7 depicts the remaining authentication process and the time 
taken by devices (client, server motes etc.) to get authenticated to 
each other. Once the connection is established (as shown in Fig. 6), 
the client sends the authentication request to the server with hash. 
The server verifies the hash and sends the positive acknowledgment 
if it is matched. This indicates mutual authentication between motes 
is successfully established. Motes now share any sensed data by using 
the NTRU encryption and decryption method.

Fig. 8. Encryption Decryption Process.

Fig. 8 depicts the encryption and decryption of the proposed work 
and the time taken by the method to complete the processes. The 
encryption and decryption time of the plain text is 2 ms and 7 ms, 
respectively, as shown in Fig. 8. It has been observed that the proposed 
method is faster and more secure than the other methods [22], [47], 
[48], and [49].

The maximum stack usage in Cooja is the estimated RAM 
consumption.  Figu. 9 depicts the stack usage of mote, where the Y-axis 
shows the stack usage of a mote in bits, and the X-axis shows the 
execution time to transfer the data. We have seen that the proposed 
method is in-line with the mote’s memory specification, and the code 
can be emulated on the actual motes. 

Msp Stack Watcher: Sky 6

2500
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500 7502500

2000

1000
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Fig. 9. Stack usage of motes.

Fig. 10 depicts the average power consumption (Milli-watt (mW)) 
of various states. For example, the energy needed for CPU in sensor 
motes, Transition energy, Listen energy, and LPM (Low Power Mode). 
Motes are indicating on the x-axis, and the four colors indicate the 
power consumption of the motes at different states. The following 
formula and procedure were employed in the presented research work 
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to calculate the corresponding energy consumption for each one of 
the above states:

CPU Energy (CP)=c∗1.8tm 

LPM Energy (LP)=1∗0.545tm 

Transmit Energy (LT) =t∗17.7tm 

Listen Energy (LR) =r∗20tm 

Total Energy = CP+LP+LT+LR, and 
tm=c+l 

Where: 

tm: total time, 

c: CPU time 

l: is the time that the sensor was in Low Power Mode (LPM) 

t: transmit time 

r:  Listen time 

Based on the results obtained from the simulation of the proposed 
work (shown in Fig. 10), it is clear that the nodes demand less power 
to transmit (0.49mw) and receive data (0.35mw). Finally, the whole 
process in the proposed method takes a total of 1.41mw. This has a 
direct impact on motes life. The proposed method has reduced the 
power consumption (71.8%) as compared to the work presented in [48]. 
It is worth noticing that the proposed method does not compromise 
the security level.

Fig. 11 depicts the bar graph to show the number of packets 
received by the motes on the x-axis. The red bar at the y-axis indicates 
received packets, and the blue bars indicate the retransmitted or 
duplicate packets. In the simulation, we have seen that there is no 
packet duplicity (retransmission) to the mote, so the number of 
packets retransmitted is zero. UDP uses unreliable packet delivery, 
which results in packet loss due to electrical interference, congestion, 
or physical disconnection, etc. This indicates that the proposed 
method reduces congestion and physical disconnection.  It is efficient 
for preventing the retransmission of the packets. Further, it has a great 
impact on the processing and lifetime of the motes with reliability.

The temperature captured by motes is shown in Fig. 12, where the 
x-axis indicates the time of sensing and y-axis shows the temperature 
range in Celsius. This data is stored temporarily in the mote configured 
with an antelope database. Further, it is sent to MySQL database server 
after connecting mote’s serial port to the database as shown in Fig. 13.
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Fig. 11. Number of packets received by each mote.
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Fig. 13.  Antelope database output of temperature values. 

In Fig. 12, the doted colors indicate different motes with data at a 
given time interval. We simulate it with temperature ranges for the 
operational barrel temperature zones in the first 14:24ms. It has been 
observed that motes have sensed the higher temperature in degrees 
Celsius, as it is recorded in Fig. 13. We used this data for generating the 
dynamic key that elevates the security level of the proposed method 
TD2SecIoT.

TABLE III. Comparative Analysis of TD2SecIoT and State of the Art 
Works

Parameters TD2SecIoT [22] [47] [48] [49]

Key generation(s) 0.195 0.195 0.20161 NA 0.77

Authentication(s) 0.0215 NA NA NA 0.22

Encryption (s) 0.002 0.093 0.41137 NA NA

Decryption (s) 0.007 0.14 0.37679 NA NA

Power(mw) 1.41 NA NA 5.0 NA

NA: Not Available, s: time in second, mw: Milli-watt
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Fig. 10. Average Power Consumption of five sensor nodes.
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Fig. 6, 7 and 8 show timing (in millisecond) at left most of the side, 
that is converted into seconds for the sake of comparison. This time is 
used to record key generation time, mutual authentication time, as well 
as encryption/decryption time. Table III represents the comparative 
analysis of proposed TD2SecIoT with state-of-the-art works [22], [47], 
[48], and [49].

The same result can also be visualized as depicted in Fig. 14. It 
is clearly observed that the proposed model (TD2SecIoT) performed 
better than other works.
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Fig. 14. Comparative Analysis of TD2SecIoT.

VI.  Security Analysis & Discussion

The security analysis of the TD2SecIoT against IoT attacks has been 
analyzed as follows:

Replay Attack: It comes under the network attack where 
attackers try to delay valid data transmission repeatedly so that it 
seems fraudulent [50], [51], [52]. This process will take some time to 
modify or generate new data [53]. TD2SecIoT incorporates timestamp 
(attached to the ciphertext) to prevent replay attacks. It works because 
the replay causes a time greater than the maximum propagation 
time, so the receiver will discard the ciphertext without any further 
processes. 

Man-in-The-Middle Attack: An attacker observes a session 
opening on a network. Once the authentication process is completed 
between two parties, it attacks the client computer to immobilize it 
through IP spoofing (claim the legitimate client) [50], [54]. This attack 
has been handled under TD2SecIoT, where the SRC sends the message 
containing its identity directly in an encrypted form. The man in the 
middle cannot decipher the message, because it does not have the 
private key of the receiver nor the sensed data values by which keys 
pairs are generated.

Security against Chosen Cipher Text Attacks: The proposed 
scheme is secure against chosen-ciphertext attacks [51], [55]. If the 
attacker anyhow gets the key from the previous ciphertext and tries to 
decipher the new ciphertext, it cannot be able to decrypt it because the 
proposed work uses a dynamic and data-driven key feature.  

Key-Recovery Attack:  It is an attack that attempts to recover 
the cryptographic key of an encryption scheme [50]. Since we have 
used a dynamic key that changes with the specified time and is 
generated using the previously-stored sensed data, it is difficult for 
the adversary to recover the keys. 

Non-Repudiation: Non-repudiation is the assurance that someone 
cannot deny something [50], [53]. That is, the SRC mote cannot deny 
that ciphertext is not sent by it. The KDC or receiver mote himself 

can verify that the SRC sends the ciphertext through the verification 
procedure.

Identity Attacks: It is also called ‘spoofing.’ An attack is trying to 
gain access to a node by masquerading as an authenticated one [50], 
[51], [55]. The proposed ECDSA authentication scheme makes it hard 
to masquerade. Attackers first need to contact KDC to get a certificate 
and key pair that is used at the time of mutual authentication. Thus, 
our scheme is more secure against these types of attacks.

Confidentiality: The proposed scheme employs ECC based 
process to generate key pairs for sharing an encrypted certificate 
issued by the KDC. It is further used for mutual authentication that 
ensures all nodes in the network are authenticated. Data transfer 
between the nodes is possible after encrypting the data, which makes 
network analysis more difficult for the adversary. Thus, the proposed 
scheme provides data confidentiality.

Integrity: It ensures that an unauthorized node does not alter 
information. The proposed scheme uses NTRU Encrypt for encryption 
and decryption processes to ensure integrity. If an unauthorized node 
has altered timestamped ciphertext from C to C’, it can be revealed 
during the decryption process by inspecting the timestamp value. This 
alteration can also be checked at the time of the verification process. 
It might be denied by the receiver to accept, and hence integrity is 
ensured.

Several security methods have been proposed by other researchers 
to ensure confidentiality and integrity against various types of attacks 
in IoT applications. Some state-of-the-art works have been compared 
with proposed TD2SecIoT and presented in Table IV. TD2SecIoT 
offers stronger Confidentiality, Integrity, Unforgeability, and Non-
repudiation than existing techniques [23], [27], [56]. The standard 
ECC and NTRU methods have been employed separately in existing 
works [23], [27], [56] and were not modified to synchronize with 
the process. TD2SecIoT process is strong and advanced from others 
in such a way that it is using NTRU for encryption and ECC for 
mutual authentication. The aforesaid methods have been modified (at 
the system setup procedure), which uses previously stored value to 
generate the key. The existing works [23], [27] do not ensure a replay 
attack, whereas the proposed work handles it through time stamping.  
The proposed work ensured security against key recovery attack that 
is not offered by other researchers [23], [27], [56]. TD2SecIoT offers a 
dynamic key concept that makes it difficult to recover the keys. The 
proposed scheme is also secured (through dynamic and data-driven 
key feature) against chosen-ciphertext attacks, whicht is missing in 
existing techniques [23], [27], [56]. 

TABLE IV. Qualitative Comparison of Proposed TD2SecIoT With State 
of the Art Works

Qualitative Parameters TD2SecIoT [23] [27] [56]

Confidentiality Strong Moderate Moderate Moderate

Integrity Strong Moderate Moderate Poor

Unforgeability Strong Moderate Moderate Moderate

Non-repudiation Strong Moderate Poor Moderate

Security against Reply 
Attack (Timestamping)

Yes No Yes No

Security against Key-
Recovery Attack

Yes No No No

Security against Chosen 
Cipher Text Attacks

Yes No No No

Dynamic key generation Yes No No No
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VII.  Conclusion 

This paper proposes a security architecture (TD2SecIoT) for ensuring 
the security of IoT applications. The architecture performs the mutual 
authentication, encryption, and decryption of the data between motes 
with less computational cost and higher security levels by integrating 
public key cryptosystems ECC and NTRU based methods. 

The presented system has been evaluated, analyzed, and proved 
that TD2SecIoT gives better performance as per the security matrices. 
It has been depicted from the simulation that the proposed method 
demands a smaller key size and takes less time to key generation, 
authentication, encryption/decryption, as compared with other 
existing works. TD2SecIoT ensures integrity and confidentiality with 
better security with less computational costs. It also prevents various 
attacks like a replay attack, a man in the middle attack, a chosen 
cipher attack, a Quantum attack, and a Lattice-Based attack. It makes 
TD2SecIoT efficient for securing resource-constrained IoT sensors and 
actuators. 

The implementation was on Cooja network simulator and Contiki 
operating system. The following points have been recommended as 
future work:

1. Emulation of the code to the actual device.

2. Ensuring the availability issue to prevent against DoS attack. 

3. Incorporate IDS/IPS by using an appropriate learning algorithm 
to secure IIoT.
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