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Cyberattacks threaten continuously computer security in companies. These attacks evolve everyday, being more
and more sophisticated and robust. In addition, they take advantage of security breaches in organizations and
companies, both public and private. Small and Medium-sized Enterprises (SME), due to their structure and
economic characteristics, are particularly damaged when a cyberattack takes place. Although organizations
and companies put lots of efforts in implementing security solutions, they are not always effective. This is
specially relevant for SMEs, which do not have enough economic resources to introduce such solutions. Thus,
there is a need of providing SMEs with affordable, intelligent security systems with the ability of detecting and
recovering from the most detrimental attacks. In this paper, we propose an intelligent cybersecurity platform,
which has been designed with the objective of helping SMEs to make their systems and network more secure.
The aim of this platform is to provide a solution optimizing detection and recovery from attacks. To do this,
we propose the application of proactive security techniques in combination with both Machine Learning (ML)
and blockchain. Our proposal is enclosed in the IASEC project, which allows providing security in each of the
phases of an attack. Like this, we help SMEs in prevention, avoiding systems and network from being attacked;
detection, identifying when there is something potentially harmful for the systems; containment, trying to stop
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the effects of an attack; and response, helping to recover the systems to a normal state.

I. INTRODUCTION

YBERCRIME is being increased to alarming levels nowadays,

thus being already included in the national security and defense
agenda. These crimes are a global epidemic that affect every computer
system in the world [1]. The cybercriminal profile is not related to
the expert and enthusiastic hacker that aims breaking security to test
systems anymore [2]. Technically advanced countries and nations are
now more involved in security incidents with different impact (due to
either political or economical reasons) [3]. At the same time, criminal
organizations tend to change their activity area in order to make their
criminal practices more sophisticated. Cybercrime has become more
professional, smart and stealthy [4]. This has lead to a change in the
attacks, which are even more frequent in the last years.

Attacks aimed at exploiting vulnerabilities existing in information
systems from critical infrastructures have been increased [5], [6], as
well as from strategic areas such as energy or water supply, health,
transports or finances [3]. In addition, Small and Medium-sized
Enterprises (SMEs), due to their weakness and relevance in the
activities and economy of a country, are also relevant targets. SMEs
attacks aims to disturb or interrupt their basic structures, having a huge
impact both in the entity [7] and the continuity of its services [8] that,
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sometimes, are essential. These attacks are well studied actions that
imply a significant benefit with low risk for the criminals, due to its
international nature, adaptability, mobility, and opacity [9].

Some of the most common attacks in 2018 were phishing, social
engineering and data hijacking [10]. These attacks were performed
achieving a 78% of effectiveness. Due to its fast propagation and
effects in computer systems, which has even a more impact in SMEs,
ransomware is one of the most important data hijacking attacks
[11], [12]. This malicious software is really harmful [13], since it is
diversified and it attempts to hide its actions and to maximize the
benefits using advanced techniques [14]. When ransomware are
activated, it is needed to switch off the systems and to activate all
the security protocols for severe risks. The worst ransomware attack
until the date was WannaCry, which took place in 2017. This attack
affected many organizations and companies in 150 countries, having
about 200,000 hosts affected [15]. The Ryuk attack, which was planned
in a better way than WannaCry, took place more recently. Ryuk was
designed to block as much number of systems as possible in a corporate
environment [16]. On the other hand, the Covid-19 crisis has made the
cybercriminals to be focused in health systems [17] and laboratories in
order to worsen the consequences of the attacks [18].

Another dangerous example of stealing data is a bank Trojan that
pursues the misappropriation of electronic bank accounts by means
of collecting user credentials [19]. This attack has become more
sophisticated since it appeared by 2004 for the first time. Checking the
authenticity of a web page is not enough anymore: this malware fetches
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the introduced data, as well as the screen or data in the web page that is
visited, making measures like virtual keyboards to be inefficient [20].
Distribution mechanisms in financial malware are better and better,
which has serious effects in those entities that show a low defense
against this type of attacks [21]. Financial malware increased 58% in
2019 in relation to the previous year, having more presence among
threats, which is alarming [22].

Different malware families, such as ransomware, bank Trojans, and
other attacks aiming to steal information, use the Domain Generation
Algorithm (DGA) to generate many malicious domain names pseudo-
randomly [23]. These domains can be used to compromise hosts,
which makes it more difficult for the investigators to find the origin
of the attack. Another attack that allows data stealing is SQL injection
(SQL1), which introduces malicious code in a database by means of a
web application, taking advantage of existing vulnerabilities in such
database. Like this, the attacker can, for example, steal credentials
for phishing the administrator identity and access, modify or delete
information in the compromised database [24], even making it to be
inaccessible. SQLi had high relevance during 2018 y 2019, being
related to more than 72 % of attacks vectors to the web. From such
vectors, 36% affected financial services directly [25]. Deny of Service
(DoS) is also a dangerous attack against the availability of systems,
which makes their legitimate users not being able to use compromised
systems [26]. Distributed DoS (DDoS) evolved from the original DoS
attack, having similar effects but applying different strategies. In a
DDoS attack, the attacker usually builds an army (computers network,
which is normally named botnet) by means of infecting hosts with
malware (called zombies or bots). Bots can address the attack against
a specific server, which ends suffering a heavy network traffic due to
the overload [27]. The most advanced versions of DDoS are performed
using Internet of Things (IoT) devices. This is the case of Mirai,
Brickerbot or Hajime [28], which carry out DDoS attacks against low
cost IoT devices that do not implement security measures. Like this, it
is easier to control the infected devices, transforming them in an army
that serves the hackers.

A. Mechanisms of Detection and Defense Against Attacks: the
SME Problem

Both infrastructure and reputation turn damaged as a consequence
of the aforementioned attacks. These damages can be even more severe
for SMEs, having negative effects such as: reducing sells, losing clients
[29], investors and number of employees, decreasing incomes, or
even closing the company [30]. The number of cyberattacks increases
everyday, which makes no organization to be free from suffering
damages due to cybercrime. Furthermore, suffering a cyberattack in
essential services provided by SMEs can produce a highly negative
impact, yielding catastrophic effects if this happens in systems involved
in critical infrastructures [31].

Although organizations invest in security mechanisms, most
of these mechanisms are not effective due to attacks are more
and more complex and evolve daily [32]. There is no doubt about
sophistication and adaptability of cybercriminals to both environment
and circumstances, since they study the most weak systems that are
potential targets for the attacks [33]. This evolution is so fast that
security teams can not predict the moment and target of an attack. Thus,
it is essential to have a proactive security system allowing to detect
threats and attacks timely in order to minimize damages. Companies
are aware of this evolution and, for this reason, they invest in advanced
security systems, such as Intrusion Detection Systems (IDSs), Security
Information Event Management (SIEM) systems, Security Operations
Centers (SOCs) or Managed Security Service Providers (MSSPs).
These tools, by means of artificial intelligence, provide advanced
threat and attack detection techniques and allow the automation of

security processes [34]. Furthermore, companies create response plans
according to systems and profiles in order to determine guidelines
that need to be applied when a security incident is detected [35]. Yet,
companies usually have a reduced economic capability to implement
the aforementioned systems. Indeed, about 87% of companies do not
have resources enough to acquire security systems [36]. This is the case
of SMEs, which usually do not introduce the protection mechanisms
needed. This makes them to be the main target for cybercriminals [37].
Furthermore, protecting new gadgets that are essential for working,
such as smartphones or IoT devices is even more complicated [38].
For all these reasons, it is needed to develop a system with advanced
features (similar to IDSs or SIEM systems), providing security against
the most relevant attacks and being affordable for SMEs. This system
should allow any organization to decrease both economic and social
impact of suffering a cyberattack.

This paper shows the work carried out as a part of the IASEC
project, which aims creating a researchers unit (Unity of Innovation)
composed by workers both from Vector SF and Fidesol. The goal of
IASEC is to perform research and development activities to build and
optimize algorithms and tools, allowing to reach solutions that improve
cybersecurity both in companies and other institutions. Initially, this
project is being developed in a restricted environment for, later, being
transferred to Andalusian SMEs for its evaluation under real conditions.
The main objectives of IASEC are: i) providing resources to optimize
detection and self-recovery of systems and services after suffering
an attack, ii) creating a solution to allow detecting and dealing fake
publications on the Internet, iii) protecting IoT devices and Industry
4.0 from the most relevant attacks for SMEs, and iv) detecting and
avoiding fake news and hoaxes spreading. These objectives are tackled
by combining both smart systems and blockchain. Like that, blockchain
help us to improve the security systems by protecting data integrity in
a secure and transparent way. Thus, the Unity of Innovation aims to be
a reference point in relation to cybersecurity technology transference
to Andalusian SMEs and institutions. In this work, we introduce an
architecture for smart detection of the most important attacks for
SMEs, addressing the first of the objectives in the IASEC project.

The rest of the paper is organized as follows. In Section Il we review
the literature related to cybersecurity incidents in SMEs. In addition,
we explain some of the algorithms for detecting the most affecting
attacks for such companies. In Section I1I, we introduce our proposal in
the IASEC framework for solving the detection and recovery problems
against the previously identified attacks. The platform developed for
detecting these attacks, as well as the corresponding architecture, are
also described in this section. Finally, in Section IV we present the
main conclusions derived from this work.

II. RELATED WORK

A. Cybersecurity Solutions for SMEs

Companies utilize different security tools with the aim of detecting
and, sometimes, responding to security incidents. SIEM systems are
one of the most extended tools. SIEM systems allow compliance of
security regulations and managing events. These systems also allow
event correlation as well as perform analysis of records and events from
different data sources [39]. However, including a SIEM solution is really
expensive and complex for SMEs [40]. IDSs are another security tool
widely used. IDSs can be network-based (NIDS) and host-based (HIDS)
[41]. NIDS monitor and analyze network traffic in real time, while HIDS
analyze records, databases and other elements in a host to detect possible
intrusions. Recently, researchers are focused in IDS development to
achieve effective solutions against intrusions and attacks [42]. IDSs can
also be grouped according to the type of detection technique. Thus, they
can be signature-based [43] and model-based [44].
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Different factors can be considered to choose a cybersecurity
solution for an SME. For example, one can select indicators for the
implementation of IDSs. Authors in [45] compare the main existing
IDSs (e.g. OSSEC', Snort* or Suricata®), and then they normalize the
obtained data, assigning quantitative values to each indicator (e.g.
license type, type of IDS, operating system, and interface). Weighting
values are fixed by each SME according to its needs. The results of
this study show that the most accurate IDS for SMEs is Suricata [45].
Furthermore, authors in [46] analyze different solutions for protecting
sensitive information in SMEs. As a result, they obtain a ten tools
comparative, where IDSs are highlighted. Authors in [47] propose
using model-based IDSs for SMEs. They use Machine Learning (ML)
techniques for data collecting, testing and evaluation the proposal.
Their main goal is to determine which is the most efficient algorithm
for intrusion detection. To do this, they compare the following
algorithms for supervised detection: C4.5 (Decision Tree), Bayesian
Network, Random Forest, Support Vector Machines (SVM), and
Artificial Neural Network (ANN). The study is performed by taking
measures from different sampling data. Results show that C4.5 is the
most precise among the studied algorithms [47].

Finally, another proposal is to build a solution focused in
cybersecurity for Smart-Home or Smart-Office [48]. This work deals
two research topics: data collecting from commercial or industrial IoT
networks, and datasets exploitation for intrusion detection applying
ML methods. For the last one, authors apply two variants of Long
Short-Term Memory (LSTM), which is a type of neural network [48].

B. Detection and Response Algorithms for the Main SMEs
Attacks

As we explained before, DoS (and DDoS), malware, or web-based
attacks are some of the most extended security incidents [24]-[27].
Below we review some detection techniques for DDoS, SQLi and
DGA, due to its impact for SMEs [26].

1. DDoS

Authors in [49] propose detecting DDoS attacks using Random
Forests. The algorithm is validated using the KDD 99 cup dataset [50],
which is labeled indicating whether exists an attack or not. The results
of the study show that precision for attack detection is 94%, while
100% is reached for those that are attack-free [49]. Similarly, and using
the same dataset, authors in [51] introduce a script to optimize the
learning process. They start by selecting those features in the dataset
that are more accurate for model building, thus reducing the training
time. Then, they implement a Random Forest (motivated by results
from a previous comparison) reaching 99,92% precision.

There exist solutions for recovery once a DDoS has taken place. For
example, authors in [52] show that blockchain can be used to mitigate
DoS attacks. To do this, they propose to create a smart contract and a
blockchain infrastructure in Ethereum. When a server suffers a DoS
attack, the system records in the smart contract those IP addresses that
are involved in the attack, creating new blocks every 14 seconds. Thus,
each user in this network has an updated list with malicious addresses
in the interval, allowing the security people to take actions for attacks
mitigation. This solution can be extended to DDoS attacks.

2. SOLi

Authors in [53] obtain a model for SQLi attacks detection by feature
extraction from web traffic. These authors use a free dataset provided
by the European Conference on Machine Learning and Principles and
Practice of knowledge Discovery in Databases (ECML-PKDD) [54].

' https://www.ossec.net/
2 https://www.snort.org/
3 https://suricata-ids.org/

Expert knowledge allows selecting those features that help to detect
patterns in web traffic related to SQLi attacks. Authors analyze and
compare different detection algorithms using those features that have
been selected. These algorithms are: Decision Stump, Naives Bayes,
Bayesian Network and Radial Basis Function (RBF) network, which is
an ANN. The most efficient algorithm is Decision Stump [53]. Authors
in [55] apply Naive Bayes to classify SQL queries in malicious and
legitimate. To do this, they take into account both grammar and SQL
syntax, extracting features from language and defining rules. Another
work that also apply feature extraction from SQL queries is [56].
Authors in this work train several classifiers, such as SVM, Ensemble
Bagged Trees or Ensemble Boosted Trees. In this case, the best results
are obtained for Decision Tree.

There exist solutions for SQLi attacks prevention and for system
integrity preservation. For example, it is possible developing a
blockchain system to avoid attacks against database management
systems [57]. Authors in this work propose restricting access from
nodes to the web server and the database. Access is filtered by using
the blockchain, where the IP address used for accessing is recorded.
Thus, only non-malicious IP addresses can access the server. Another
work propose a framework that uses smart contracts from blockchain
[58]. This framework has two components: the first one stores type of
users and SQL queries, while the second one stores hash chains from
queries that are allowed for each user. These chains are tokenized using
the cryptographic function SHA256.

3. DGA

Authors in [23] propose classifying DGAs using LSTM. This
proposal can be applied under real-time conditions, it is not based
in features and allows classifying in families of DGA attacks [23],
[59]. This type of neural networks are efficient for problems with
sequential relationships, where previous states have effect in the
current one [23]. LSTM is also applied in [60] for DGA classification.
In this case, authors add a neuron with memory and the ability of
discarding previous values that are far in time. DGA can be detected
analyzing DNS traffic in pseudo-real time [61]. This work introduces
an algorithm that is implemented using Aizoon Research for Advanced
Malware Identification System (ARAMIS). The proposal filters non-
resolved DNS requests (UNRES) and identifies those hosts showing
the highest peaks for this value. When UNRES is increased suddenly,
an analysis is performed, since it can be related to non-trusted domains
trying a connection.

III. DETECTION AND RESPONSE FOR ATTACKS AGAINST SMEs.
THE TASEC PrOPOSAL

The IASEC project is composed of three main milestones. The first
of them aims studying main threats for a company, as well as the stages
of an attack from the point of view of defending the company. The
goal is developing methods and tools for detection and self-recovery
of systems and services after a cyberattack takes place. The second
milestone aims tackling user identity management in the Internet by
means of blockchain for digital identity certification. Finally, the last
one aims obtaining the knowledge needed for detecting and managing
fake information publication in the Internet. This should be performed
by combining both ML and blockchain.

A. Steps for Defending an Attack

As explained during the Introduction, this paper is focused in
detection and self-recovery of systems after an SME has suffered an
attack. As a part of this first milestone, we have proposed a security
platform for detection and self-recovery against cyberattacks. During
the first stage of the project, we have designed and implemented the
general architecture for the platform, as well as the detection (but not
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the recovery) micro-services. Prior to this design and development, we
have studied the steps for defending an attack, which are described in
the next paragraphs from the perspective of the IASEC project.

1. Prevention

The goal of prevention is to avoid systems from being attacked
and/or compromised, i.e. adopting required measures to make it more
difficult carrying out a successful attack [62]. Prevention is essential,
given that no company wants to deal with information stealing or
denial of its services. These situations could involve serious economic
consequences, as well as losing the reputation of the company [63].
Taking into account the relevance of preventing an attack, from IASEC
we recommend that the implemented security system should include:
access control, self-backup for critical files, self-update for security
features, and black / white access lists. In addition, we believe that it is
needed to install firewalls and anti-malware solutions to complement
the aforementioned measures.

2. Detection

The goal of detection is to identify irregularities in systems
[64]. This step is related to systems such as IDSs or SIEMs, which
sometimes use ML to detect intrusions. In IASEC, we have studied
some ML algorithms to detect the most affecting attacks for SMEs
[23], [49], [51], [53], [55], [56], [60]. Then, we have selected the
most accurate for each of the attacks, implementing an individual
micro-service to detect each of them. These micro-services and
the architecture proposed to implement our security platform are
explained later in this section.

3. Containment

The goal of containment is to minimize the impact of having a
cybersecurity incident in a company, avoiding its propagation and
gaining time to build a recovery strategy [65]. Related actions can
be disabling those accounts that have been compromised or isolating
those hosts that have been infected [66], as well as making backups
from hard-disks [67]. Another possibility is implementing fake systems
that are similar to the real ones. These systems are used as traps,
showing vulnerabilities that catch the attention from attackers, which
makes the fake system to be attacked instead of the real one. Examples
of this technique are honeypots or sandboxes [68]. From TASEC,
we propose creating a virtual environment that should be designed
to cheat the cybercriminals, emulating that it is possible to perform
privilege escalation and steal user credentials. This solution is based in
Deception Technology [69].

4. Recovery

The goal of recovery is to restore systems to a normal state after
a security incident has taken place. To do this, it is needed to perform
some actions after removing the threat [62]. Recovery, similarly to
detection, is one of the most important stages in defense. Like this,
recovery allows performing a fast restoration to the normal state of
the organization, thus minimizing costs. From IASEC, we propose
two solutions: i) creating a Security Incident Response Plan (SIRP)
[35], and 7i) implementing self-recovery measures. The former should
include countermeasures in case of detecting any security breach. The
latter is based in creating lists of malicious and legitimate IP addresses
[52], [56]. Thus, we propose designing and developing a recovery
system after attacks. This system should include a list containing
malicious IP addresses that belong to the attacks previously detected
using the micro-services. These IP addresses should be recorded in
a blockchain network. Like this, it is possible to obtain a database
updated with the malicious addresses for the server, allowing a faster
recovery of the systems.

B. Architecture of the Platform

The proposed security platform is designed to be a system with
an architecture organized in micro-services, which are deployed
individually in dockers. Micro-services can communicate with the user
using an API, as well as with other micro-services. The platform is
implemented using different programming languages, depending on
the needs, with higher priority for Python versus Java or .Net.

Fig. 1 shows the scheme for the architecture, the components
and their relationships in the micro-services platform. This platform
is composed of a front-end and a back-end. The front-end, which is
represented in green color in the left part of Fig. 1, corresponds to a
client application that allows users interacting with the security micro-
services. The back-end is composed of micro-services and a relational
database. Users can provide data, and those data that are generated
by the platform are stored using a static storage. A non-relational
database is also available for the algorithms, to support the big data
processing. User-platform interaction is performed by the exposition
of an API REST, a hub and a request balancer based in Netflix OSS
(API Gateway, Service Mesh)*. Micro-services are run in a docker
ecosystem (represented in the bottom of Fig. 1), which ensures running
independence, high availability and scalability. Docker container
receive load balancing, routing, and orchestration (docker swarm).
The CORE module, which is represented in the right bottom corner
in Fig. 1, includes multi-language services to provide the following
functionalities: database connection, notification (e.g. e-mail), security,
log recording, generation of files, managing the generated files or those
that have been sent to the platform, and other transversal utilities to
cybersecurity services.
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Fig. 1. Architecture for the IASEC micro-service platform.

Like this, our platform can be divided into two main parts:

. Part I. This part manages user-related aspects of the platform:
the database is created containing the tables that are needed for
managing, like those related to users, micro-services and jobs
(service requests). It is in charge of providing services to the user
such as cybersecurity, data loading and downloading, authentication
or job visualization, among others. Management is divided in i)
web client (front-end), ii) back-end, and iii) load balancing (Netflix
tools). The former ensures an agile interaction between user and
platform. The second is composed by the management micro-
services. Finally, the latter routes and balances algorithm requests
for training and prediction, activating one instance of the docker
where the requested algorithm is included.

. Part II. This part involves the algorithms and the CORE module.
The algorithms are run in instances of the docker, which will be
stopped after each running due to the first phase of the project does

4 https://netflix.github.io/
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not allow real-time monitoring yet. Thus, intermediate information
that is generated by the algorithm (e.g. support tables) is only
available during the living time of the instance. In this first stage,
micro-services allow loading a labeled dataset for the evaluation
of the detection algorithms. The micro-service returns quantitative
information related to the obtained prediction about detection. The
micro-service output is saved into the static storage system.

C. Micro-services for Detection of Known Attacks

Attack detection micro-services are implemented using the
python Micro-Framework, Flask®. Micro-services are scalable, and
it is possible to connect them to a database or any other component.
Each of them trains a model according to some features that has been
previously defined and using a supervised ML algorithm. We have
implemented an individual micro-service for each selected attack
(recall DDoS, SQLi and DGA) under the hypothesis that it is more
efficient to perform an independent detection (in terms of precision)
than having a single algorithm to detect all the attacks. It is possible
adding other modules in the future, like the self-recovery component.

Micro-services can access the storage system of the platform,
where they can obtain files that have been uploaded by the user and
write output files or saving models. Thus, micro-services input is
the path for those files that are needed to process data, while output
corresponds to a state indicating the result of the process (successful
or not) and paths for the generated files. The attack detection micro-
services need to perform the training using the input data. Training is
composed of different steps: /) data pre-processing, 2) model building
(using the selected algorithm), and 3) saving the model in a pkl° file,
which is stored in the static storage system. Then, the generated model
is used to carry out the prediction. This model is applied to new
monitored data to detect whether there exist an attack or not. Please,
recall that in this first stage of the project it is not possible to perform
real-time monitoring, instead a labeled dataset can be loaded and the
micro-service returns the detection rate and other relevant information
about the dataset for positive detection. This output is also saved in the
static storage system.

1. DDoS Detection

We have studied two different algorithms to implement the DDoS
detection micro-service: Random Forest [49] and Decision Trees [51].
We have selected Decision Trees [49], since this algorithm obtain better
results using the same dataset (KDD 99 cup [50]). For our testing, we
have also used the KDD 99 cup, although it is possible to use any
other dataset containing labels related to TCP connection, domain, and
network traffic features [49].

2. SQLi Detection

We have selected Decision Stump [53] to develop the SQLi
detection micro-service, since it obtain the best results among the
studied algorithms (Naive Bayes [55] and Decision Trees [56]). In this
first stage, we have used the same dataset as in Reference [53] for our
testing. Like for the DDoS micro-service, it is possible using any other
dataset containing those features that are needed for model building.

3. DGA Detection

We have studied different proposals to implement DGA detection
[23],[59]-[61]. We think that the best alternative is not only detecting
DGA attacks, but also performing the classification among different
families of DGA [23],[59]. Thus, we have decided implementing an
LSTM neural network like in Reference [23], given its high precision
both detecting DGA domains and classifying them. Our testing has been

5 https://palletsprojects.com/p/flask/
¢ https://docs.python.org/3/library/pickle.html

carried out using the domains database from Alexa’ and a database that
has been created in the IASEC framework, where the latest malicious
domains detected by OSINT [59] are collected. Thus, we have trained
the algorithm with two datasets: one containing legitimate domains and
another with malicious domains. However, our micro-service accepts
any dataset containing urls from domains.

D. Self-recovery

At the beginning of the section, we described the first milestone of
the IASEC project, where one of the main goals is recovery for SMEs
after suffering an attack. More precisely, one of these goals is self-
recovery to protect the system integrity. Automation is usually related
to design a tool being able of efficient self-recovery of the services
in the compromised system. From IASEC, we propose implementing
a module composed of micro-services being able to act in recovery
tasks. Below we describe the proposed mechanisms for recovery after
suffering any of the attacks that can be detected in our platform.

1. DDoS Recovery

We consider different mechanisms for resilience and recovery after
suffering a DDoS attack. First, we propose creating a micro-service for
recovery thatuses blockchaintorecord IPaddresses related to the attacks.
The micro-service should discard those network packets containing
malicious IP addresses by means of network traffic analysis, similar
to the proposal in Reference [57]. This mechanisms can be improved
creating black-lists and white-lists, also using blockchain [52]. Like
this, the micro-service should prevent and recover services after the
attack takes place. Additionally, if the server is being overloaded, we
propose redirecting network traffic to alternative or backup servers if
the origin IP addresses are not in the black-list. Thus, if the main server
is suffering an attack but the IP addresses have not been identified as
malicious, the server will maintain its services available.

2. SQLi Recovery

A possible solution to deal with an SQLi attack is locating those
IP addresses that are injecting code and block them. To achieve this
goal, we propose developing a micro-service for recovery. This micro-
service should filter users requesting services taking into account
their IP addresses. Queries that have been previously identified as
malicious should be also denied. These IP addresses could be recorded
using a smart contract in a blockchain. Like this, if a user is trying to
access the system, a request should be performed to the blockchain
network to allow or deny the access depending on the IP address in
the origin [57]. Furthermore, this micro-service proposes a recovery
mechanism for those tables that have been affected. This mechanism
should check the writing history and restore to the last version before
suffering the attack [70]. Like this, we propose a micro-service to
avoid damages and allow recovering from an SQLi attack if finally it
has been successful.

3. DGA Recovery

To deal with DGA attacks, we propose creating a black-list
including those domains that have been identified as malicious using
the detection micro-service. This black-list should be used to update
the detection system. In the same way as for the rest of the attacks,
the proposal is to develop a micro-service that should record the
malicious domains in a blockchain network to provide integrity to
the system. Additionally, the micro-service should be able of creating
backups from critical files before the attack is completed. Like this,
after suffering attacks such as ransomware (which is related to DGA),
the micro-service should be able of recovering the system to a normal
state, ensuring that no relevant information is damaged or corrupted.

Furthermore, we propose alerting the person in charge of security

7 https://www.alexa.com/topsites
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about each detected attack and the actions that have been carried out.
Like this, he or she will be aware of the incident and will take needed
actions. Finally, SME employees should be trained to avoid social
engineering attacks and data hijacking, and should be also informed
about the SIRP.

I'V. CONCLUSION

In this work, the main cybersecurity problems for companies
are analyzed, paying special attention to SMEs. In this sense, main
available solutions to protect their infrastructures and systems are also
studied. One of the main conclusions derived from this work is that,
sometimes, early detection is even more important than prevention.
Thus, detecting an attack in an early manner, allows the security team
troubleshooting the incident properly.

The main cybersecurity problem affecting SMEs is that they do
not have resources enough to set up efficient security systems, such
as SIEMs. In this paper, we have proposed a solution considering
each of the attack steps from the point of view of the protection of
the company (prevention, detection, containment, and recovery). Our
solution aims improving SME security, reducing both economical
and social problems derived from suffering an attack. The proposal
is part of the IASEC project. More precisely, we implement a security
platform that provides different micro-services to detect DDoS, SQLi
and DGA attacks. The proposed architecture is scalable, allowing to
add new micro-services according to the needs of the SME. These
micro-services can be both for detection and recovery. The results
have been satisfactory for the first release of the platform, yielding a
good basis for the next stages where it is expected that the attacks can
be detected in real time.

As a future work, we propose developing a second release that
provides micro-services for automatic recovery after suffering an attack.
These micro-services will be blockchain-based in order to enhance the
integrity of the system. In addition, new experiments will be performed
using real network traffic, allowing to validate our current models with
data from an SME. Finally, the IASEC project will continue, working
in the certification of digital identities using blockchain and providing
solutions to deal with fake information in the Internet.
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